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Important Safety Instructions

* |Intended Audience: Professional, Technical and Qualified Personnel
e Read these instructions.

» Keep these instructions.

e Heed all warnings.

e Follow all instructions.

e Do not use this apparatus near water.

e Clean only with dry cloth.

* Install in accordance with the manufacturer’s instructions.

e Do notinstall near any heat sources such as radiators, heat registers, stoves, or other
apparatus (including amplifiers) that produce heat.

* Do not defeat the safety purpose of the polarized or grounding-type plug. A polarized plug
has two blades and a third grounding prong. The wide blade or the third prong is provided
for your safety. If the provided plug does not fit into your outlet, consult an electrician for
replacement of the obsolete outlet.

» Protect the power cord from being walked on or pinched particularly at plugs,
convenience receptacles, and the point where they exit from the apparatus.

» Only use attachments/accessories specified by the manufacturer.
» Unplug this apparatus during lightning storms or when unused for long periods of time.

o Refer all servicing to qualified service personnel. Servicing is required when the
apparatus has been damaged in any way such as; power-cord supply or plug is
damaged, liquid has been spilled, objects have fallen into the apparatus, the apparatus
has been exposed to heavy rain, the apparatus does not operate normally.

e Caution: Shielded Cable Requirement

e Shielded Cable is required for ALL LQ SERIES GPIO Port connectivity. Shielded Cable
must be used to assure compliance with domestic and international emissions standards.
Customers, Installers and or qualified Personnel failing to use shielded cables may cause
radio interference in which case the user may be required to take adequate measures.
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Overview

About LQ

LQ™ linking facilitates interfacing to any 2-wire partyline, 4-wire and 4-wire+GPI|O intercom
systems and peripherals, either local, or remote over any IP network.

The product line provides a unique combination of low latency with exceptional audio quality
and an intuitive, easy to use design.

LQ offers connectivity to HelixNe Main Stationt, SIP lines, Agent-IC, Station-IC, Eclipse matrix
systems, the Equip base station, the Arcadia Central Station and Gen-IC Premium.

LQ is available in 8 models; the LQ-2W2, LQ-4W2 and LQ-4WG2 devices are small, robust 2-
port throw-down boxes for fast and convenient installation.

The LQ-R devices (LQ-R4W8, LQ-R2W4-4W4, LQR-2W4, LQ-R4WGS8, LQ-R2W4+4WG4) are
single rack units providing 4 or 8 ports in a combination of 4-wire, 4-wire + GPIO and 2-wire
options for more extensive installations.

LQ Connections

For system capacity see the LQ Resource Estimator available from the Clear-Com LQ
Knowledge Center.

e HelixNet HMS linking. HelixNet to I.V. DirectlVC connectivity via an LQ unit allows
HelixNet to connect to a Clear-Com Arcadia Central Station and the Eclipse matrix
system.

e SIP connectivity. Up to 8 SIP clients can be connected to each LQ device.
 Virtual Clients. Up to 24 virtual clients can be connected to each LQ device.

e E-IPA/IVC linking with Clear-Com Eclipse frames using G.722 codec (EHX 8.7 and
above).

» |.V. Direct linking to Arcadia Central Station using G.722 codec.

e See Using I.V. Directs in the Arcadia User Guide available from the Clear-Com
Knowledge Center.

» Equip. The Equip Base Station can connect to LQ to add Virtual Clients (Agent-IC or
Station-IC) and additional audio connections to your Equip system.

e See the Equip Installation Guide available from the Clear-Com Knowledge Center.

Page 9
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e Gen-IC Premium. Hybrid virtual/on-premise intercom with virtual clients and LQ
interfacing.

e See the Gen-IC User Guide available from the Clear-Com Knowledge Center.

1.3 LQ device features

» A mix of hardware and virtual ports of audio can be routed through the system using
customizable Virtual Partylines. LQ Series 4.0 and above offers a mix of physical and
'virtual' ports.

e Each LQ-R unit allows:

e 8 hardware ports

e 8 SIP ports

e 8IVC ports

e Up to 24 virtual clients
» Up to six LQ units can be linked together providing a robust network for audio over IP
» Browser- based Core Configuration Manager (CCM)
» Adjustable audio quality settings to make the best use of available network resources
» Low latency OPUS codec
e LQ throw-down units: external power supply or Power over Ethernet (PoE)

e LQ 1-RU devices: dual redundant external power supply

14 2-wire features

e 2-wire throw-down units can be powered locally by PoE or external PSU

o 2-wire line termination

Auto nulling

e Clear-Com/RTS modes with both RMK/Call signaling pass-through (Clear-Com only).

1.5 4-wire features

e Port Function switching alleviates the need for crossover cables

» Panel data pass-through facilitates the connection of Clear-Com panels to matrix over
any IP network
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o Call signaling.

1.6 4-wire + GPIO features

* Network Control Events for flexible and scalable activation and passing of GPIO and
controls

e Designed to work with low power 2-way radios (or any device that uses a relay trigger)
e Passes GPIO/control/data between LQ and Eclipse Matrix frame.
1.7 Clear-Com Cable Recommendations

Use the following Category (Cat), American Wire Gauge (AWG) and shielded cable types:

1.71 Cable recommendations

» Higher Cat numbers will support a higher bandwidth. Therefore,
by using a higher Cat number, you are future proofing your
system to some extent.

Category (Cat)
o Example: Cat5; up to 1G. Cat6; up to 10G.
» Use CAT5e or higher.
e The lower the AWG number, the less temperature rise there will
be in the cable when using PoE. This is particularly important for
American Wire bundles. Local building regulations may rule out the use of
Gauge (AWG) 26AWG or higher, depending on the installation. Check with your

local building regulations.

o Use AWG 24 or lower.

Shielded Twisted Using shielded cable means less problems with interference from other
Pair (STP) or Foiled | sources. This means that your network will be more robust if you use
Twisted Pair (FTP) | shielded cables.

Overall
: Use CAT6a 23 AWG STP cable.
Recommendation

» Clear-Com
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1.8 Example Applications: 2-Wire Connections

1.8.1 Partyline to partyline (2-wire connection)

LAN, WAN,
Internet

1.8.2 Partyline to partyline (2-wire connection) #2.

-
®
\
LAN, WAN,
Internet
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1.8.3 Partyline to beltpack

PoE or local

Ny

Internet

1.9 Example Applications: LQ to Matrix Connections

1.9.1 Partyline to matrix (2-wire to 4-wire)

LO 2w LO 4w
. /
Internet
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1.9.2 LQ to matrix using an E-IPA/IVC port.

IVC-32 card

LQ to IVC-32 card
connection LQ 3.0
and above.

LQ 2w

1.9.3 Remote panel to matrix connection

4-wire direct Channel connection

Panel g/

B DATA +
4-wire a V-Series
- > \ Panel panel
DATA + 4-
MVX wire or

card ©F
LAN, WAN,
B e e i-Series panel or
PiCo matrix \ ICS10008E /
ICS106E panels
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1.94 PiCo HX to Eclipse HX

IP trunking: Eclipse HX to PiCo HX (EHX 8.7 and above)

O oo ml
PiCo HX

LAN, WAN,
Internet

LQ 4-wire

IVC-32 card B

HX matrix
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1.10 Example Applications: Radio connections (GPIO)

GPIO signals are converted to digital signals and then passed across the IP infrastructure (as

with a 2-wire call signal).

1.10.1 Radio to radio

Radio to radio over IP

3rd party
: 3rd party
radio radios

LQ-4WG2 LQ-4WG2
‘ i LAN WAN, . N |
iy T e e A Internet . B el I A

1.10.2 Panel to radio

GPIO
V series panel V series panel to radios

\ — IVC Control
(6PO) LAN WA, LQ IVC port GPI —_
-— Interet —— == @@s
matrix \

LQ IVC port GPI

(@* Clear-Com’
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1.10.3 Call button to radio
GPO from beltpack to radio on Call
button press
3rd party
radio
RS-701 LQ-2w2 LQ-4WG2
— o0 @es . _“_“‘ - =88
Call button » to LQ > [ré)m » to LQ > g:ﬁ'};':,‘znt —I-:i:;i:o
press triggers LQ
automatically GPO
sent
For configuration details see What are Channel Logic Events and how do I use them? and GPIO: Examples
and step-by-step setup, Example l.a.
1.10.4 LQ 4W+GPIO to and from matrix
LQ 4W+GPIO to matrix
GPI
B ——_—
LAN,WAN, Internet
GPO
4—
LQ .
4W+GPIO matrix
IVC-32
card
Note: The IVC-32 card is depreceated and is replaced by the E-IPA-HX card.
I"'Ii °
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1.11 LQ and LQ-R Series Models

1.11.1 LQ-2W2 Throw-down unit

I3 Clear [:om

AN HME COMPANY

®.0

PORTA ~  PORTB ~  LAN2  LANIPOE 12V=2AMAX =

Two 2-wire Partyline connectors (XLR-3F)

1.11.2 LQ-4W2 Throw-down unit.

- ‘||. ) Clear-Com

AN HME COMPANY

| a1 )

Two 4-wire connectors (etherCON RJ45)

» Clear-Com'
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1.11.3 LQ-4WG2 Throw-down unit.

i Clear-Com'

AN HME COMPANY

[y L l;)

LAN 2 LAN 1/POE 12V == 2A MAX

e T—————

Two 4-wire +GPIO connectors (DB-9M)

1.11.4 LQ-R2W4 1 RU unit.

Four 2-wire loop-through ports. (XLR-3M/XLR-3F)

Dual redundant power supply connectors

1.11.5 LQ-R4W8 1 RU unit.

P

Iif» Clear-Com

PORT C PORT D

Eight 4-wire connectors, (etherCON RJ45)

Dual redundant power supply connectors

» Clear-Com
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LQ-R2W4-4W4 1 RU unit.

Four 2-wire connectors (XLR-3F)
Four 4-wire connectors (etherCON RJ45)

Dual redundant power supply connectors

LQ-R4WG8 1 RU unit.

Beearton ¢ @D «TDe -

L PORT A

Eight 4-wire +GPIO connectors (DB-9M)

Dual redundant power supply connectors

LQ-R2W4+4WG4.

P [ »‘:T. 2 0% e m el . 1
7 ) " 7 3 =& i S / / 12V = SAMAX
] g % Vo 4 % @ G e
= clearcqm @ / \J K/ y@ k ,’@ 4 *m y m N [\ K C C
3 2 4\ % ) A
e 4 ® ®
— PORT D PORT E PORT M LAN2 LANY PSU 1 PSU2

PORTA  PORTB PORTC PORT F PORT G

Four 2-wire connectors (XLR-3F)
Four 4-wire +GPIO connectors (DB-9M)

Dual redundant power supply connectors

Page 20
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2 Powering your LQ

LAN1/PoE connector

Grounding screw

Sleeve-locking
LANZ2 connector power connector

Audio ports (2W, 4W or
4W + GPIO)

Using the power supply unit (PSU)

e LQ units are supplied with a 24 watt sleeve-locking power connector.

e LQ-R 1RU units are supplied with two 60 watt sleeve-locking power connectors. Use
either power connector, or both to guard against one power supply failing.

Note: When connecting the sleeve-locking power cable, be sure to push until the connector locks into
the device.
Note: The 60 watt PSU can be used with the throw-down units if necessary.

Understanding power display icons

You will be able to see the power status of your device from:
e The front panel of the unit
e The device icon in the web based configuration tool (the CCM).

These indicators will show if the unit is using PoE or the PSU (LQ throw-down units), and which
of the two power supplies (or both) are in use for the LQ-R units.

i Clear-Com’
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LQ device is
using Power over
LQ throw-down units Ethernet (PoE)

If the device is using the PSU, this will be lit up

instead of the PoE indicator.

LQ 4W #1
192.168.2.5

PSU ON PSU OFF

LQ-R 1 RU units

192,168.2.6

Using Power over Ethernet (PoE) with 2-Port Units

The 2-port units will receive power from the LAN1/PoE connector if required (this is not the case
for the larger LQ-R units).

When using PoE the LQ-2W2 supplies approximately 70 mA of power to drive the wired
beltpacks (about two beltpacks).

The units draw up to 12 watts of power (depending on what is connected to them), so when
using PoE you should have at least a Class 3 PoE switch.

If you exceed the power of your switch or network, the LQ device(s) will show a persistent
flashing green light, and not move beyond the Clear-Com splash screen. This indicates that the
device is continually booting and needs more power. Consider using the supplied sleeve-
locking connector cable or a higher Class PoE switch.

Power 2-Wire Beltpacks from the Partyline

2-wire beltpacks take power from the Partyline. The maximum numbers are shown in the table
below.

Page 22
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LQ 24 watts 150 mA (~5 beltpacks) per device
PoE (device draws up to 12
LQ ( . 70 mA (~2 beltpacks) per device
watts)
LO-R S0 At 250 mA (~10 beltpacks per pair of ports, max 20

per device)

2.3 Reboot System
The system will start its boot sequence immediately when power is applied. If you need to
reboot for any reason, either cycle the power or press all four direction keys on the control panel
on the front of the LQ unit at the same time.
Press all four direction
keys at the same time to
reboot.
The system can also be rebooted using the front panel menu screens: Menu > Administration
> Reboot and from the CCM: Device > General > Maintenance > Reboot.
it 0
Page 23 '|||‘,|,||'|r Clear-Gom
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Core Configuration Manager (CCM)

This section gives you an overview of your configuration tool.

How to Access the Core Configuration Manager (CCM)

1. Make sure the LQ device is connected to a network (either LAN connector on back of
device).

2. Open a browser (PC, tablet, mobile) on the same network as the LQ device and input the IP
address of your LQ in the address field. Find the IP address in the front menu screens of
your device.

Core Configuration Manager {CCM)

Usernarme: admin

Find password: Front panel menu: ing=>CCM p. d=[unique password]

1. Open a web
browser
(Computer, tablet,
rrabile)

2. Input IP address
of the LQ unit into the
URL figld to access the

[us ]
O
LAN/ -—
WAN/IP

Minimum requirements for the CCM

7

7 3 secend press
for front panel
meny

Supported on the latest versions of all major web browsers (i.e. Google Chrome, Safari, Firefox,
Internet Explorer, Opera).

The CCM Password

The username for the CCM is: admin.
The default password is unique to each device.

To find the default password navigate to: Front panel menu>Networking>CCM Password>
[unique password].

The default unique password can only be viewed in the front panel menu of the device UNTIL
you change it in the CCM. If you change the password it is no longer available in the front panel
menus. If you lose your CCM password, you can reset it to the default from the front panel menu
in order to gain access to the CCM.

Page 24
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Change the CCM password from the default setting

In the CCM, navigate to: Device>General>Change password.

Reset the CCM password from the front panel menus

Press and hold the Menu button for 3 seconds (the menu button is the center button on the
circular control pad).

Using the navigation arrows, navigate to Front panel menu>Administration>Reset CCM
pass>Reset CCM pass.

Push the menu button to select an option or commit changes.

Once you have reset the password, it is available for you to view under Networking in the front
panel menu.

Overview

This page shows an overview of all the devices in your system. Devices in the upper part of the
page are the units in a Link-Group. As LQs are added to the group, they appear in this screen. A
HelixNet Main Station can also be included in a Link-Group (LQ 4.0 and above).

On the lower part of the screen you can see the external systems that your LQ device is
connected to. These can be:

 Virtual client (Agent-IC and Station-IC) connections.
» SIP (telephony interface) connections
 |.V. Direct (matrix or Arcadia) connections

If you have a HelixNet Main Station in your Link-Group, you will see the HelixNet User Stations
that are connected to the Main Station in the lower half of the Overview screen.

Page 25
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Orange highlight shows that the browser is
pointed at this device. This is the host device

ST Assignments

= LOR 242

Device resource bar

N W2 e 3
y CEarE y. v,
10.60.21.168 n 10.60.21.101 . 10.60.21.185 n
[+ e [ | : EEIE 3 [ec] H

“ Virtual Clients
There are no Virtual Clients connected users.

¥ 5IP Accounts

“ LV. Direct Ports

v Remote System

VOX  Status
Al

o
&

_ / DevicelD (2- 6]
| Mame II"-., /4 LM=Llink-Master |

-

i1

Resource bar

.-""J.-\ /'
LQ-R 2W+4W#1 : :
IP address __ S —— i A
) § 10.60.21.101 | Power indicators

»,

Configure this device

Interfaces present onthis
| device
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Device Configuration

Devices in a Link-Group can be configured either directly or by proxy, meaning that the
configuration operations for a unit are routed through the host device. The host device is the unit
which the browser is currently pointed to (orange highlight).

Click on the cog icon on any device to configure it.

You can use the Overview page to obtain diagnostic information for your all systems. Whenever
you see a > symbol, click to see a drop-down section.

Clicking the gear icon in any part of the CCM always takes you to programing options.

Resource Bar

[

Device
Resource
Bar

About the Resource Bar

The Resource Bar is a tool that indicates the amount of processor power currently allocated on
that device.

» Bar orange = 70% of processing power reached
e Barred = 80% of processing power reached

The device will work in the red zone, but the reliability of the audio response may decrease.

The CCM will start limiting demands on the unit (for example it will prevent a port being added to
a Channel, or the addition of an E-IPA card or multi-Channel port) in order to maintain good
audio quality and responsiveness.

To optimize resource usage

e Reduce the network quality in the local audio mixes. Higher network quality takes more
resource.

Page 27
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e Reduce the number of ports that are in different Channels. Several ports in the same
Channel do not take much resource. It is more demanding if the ports are spread over
several Channels.

e Using a LAN/WAN/Routed Network Optimization mode will reduce the overall resource
usage (set Link-Group Optimization mode in the Linking page of the CCM).

3.4 Device

The Device page takes you to the configuration options local to your LQ device. On the left you
see configuration page buttons; General, Network, Linking and Ports. Switch between
devices in a Link-Group using the dropdown menu just above the device icon.

Click this
dropdownto
select different
LQ devices. This I Overview Deyice | &% Roles | N7 Assignmenis | 45 Accounts w||ﬁ'; clear-m 0[
allows accessto
devices and
configuration by
proxy.
- Name :
[ A Hostname :
Orange highlight | | I
shows that the f.-' Model : LQ-2W2

. General Network _ - -
browser is Version : 5.0.44.0 (Boot-Version LQ-2.1.00) hw: 1-1

pointed at this [ 'Ci' rh
device. It is the
Host device. Linkin Ports

\. w, ~ Save /| Restore System Settings

Change Password

Access ) .
configuration e -
pages Dropdown
L y Vparade configuration options
Maintenance
3.4.1 General Settings

Configuration options local to your LQ Series 5.0 and above device.

In the Device > General page you can register this LQ unit with the SkyPort™ administration
portal before linking to Gen-IC® virtual intercom.

» Clear-Com
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3.4.2 Re-name your LQ.
Press [Enter]
Name : ~ key orblus
check mark to
Model - LQ-4WG2 cave
N’
Version . 3.0.22.1-6691 (Boot-Version LQ-1.2.0) hw: 2-1
3.4.3 Change Password
Change the password to the Core Configuration Manager local to that device. You can only
change the password from the Host device, not by proxy.
3.4.4 License
Click here to activate licenses for SIP or Virtual Clients (Agent-IC or Station-IC).
For more information, see:
Licensing on page 148
3.4.5 Upgrade
Click Select File and navigate to where you have stored the upgrade file (.gz extension). Then
click Upgrade when the Upgrade button turns blue. Wait while the device reboots itself.
An LQ unit must be upgraded from the host device (the device that the browser is currently
addressing). The units cannot be upgraded by proxy.
To access a device directly as a host you must input that unit's IP address into a browser to
access the CCM. The host device always has an orange highlight.
Note: All devices in a Link-Group MUST be running the same version of the software; you must
upgrade all devices in the group.
After upgrades you are advised to check linking connections and auto null partyline ports.
3.4.6 Maintenance
Reset the unit to default settings.
Reboot the system.
Create a support archive. Support Info provides a 'snapshot' of the device's operational
information for troubleshooting purposes.
iy ®
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3.5 Network

Dynamic host control protocol (DHCP) or Static IP address allocation?

Default setting: DHCP
It is recommended that the Link-Master in a Link-Group has a static IP address.

Most networks use DHCP to allocate IP addresses. Because of this, DHCP is recommended for
fast set-up as the devices can be immediately connected to any network that provides DHCP.
The addresses provided are dynamic and may change from time to time. Because DHCP IP
addresses can change, the Link-Master should have a static IP address, or it may lose
connectivity to the group. Link-Local Environments on page 73

3.5.1 External IP address and External Port setting
For efficient networking, these details should be set for any LQ device that connects over a
firewall.

Note: The Link-Master uses TCP port 80 for management, and TCP/UDP port 655 for audio. See

Linking over Internet or WAN below for port addressing and port forwarding details.

See your network administrator if you require network details.
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3.5.2 Network Security

For an overview and more detail on HTTPS and security certificates, see Secure HyperText
Transfer Protocol (HTTPs) on page 76.

When you enable HTTPS, you must use an authentication certificate. You have a choice of
three authentication certificates to use.

e Clear-Com self-signed certificate (default)
o EasyDNS certificate

e A Fullchain certificate of your own choosing

Enable/disable HTTPS

Force HTTPS :

[—— |

mDNS Discovery :

Enable/disable mDNS

Default Certificate

C | ear- C om d efa u I t The default cerfificate is used by Virtual Clients, when linking other LQs and for CCM traffic. Any other cerfificate
loaded onlo this unit will only be utiized by the CCM.

certificate (self-signed)

Ceriificate Status -
Cer ate Type - Self-signed
Cerlificate ority - Clear-Com

Expiration Date - Jan 30 2028 — 803 day(s) left.

Active Cerlificate

Switch between Clear-
Com self-signed default
certificate and EasyDNS

certificate

CA Certificate -

Download the Clear-Com
self-signed certificate

Use Default Certificate -

Use EasyDNS Certificate -

Certificate Status :

Certificate Ty : Self-signed
ority - Clear-Com

Jate = Jan 30 2028 -— 803 day(s) left.

Upload Certificate

User CA ain - @ Select File

Upload Fullchain
certificate

User CA Private Key : @ Select File

Get EasyDNS certificate from
the Clear-Com website

If the EasyDNS certificate has expired, use the Update button to automatically get the latest
one from our website, otherwise use the Regenerate buttons to update other certificates.

3.6 Linking

In this page you can program a Link-Group. A Link-Group is a method for connecting LQ
devices over LAN, WAN or internet so they share audio and data between them.
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A Link-Group can contain LQ devices, HelixNet Main Stations (LQ 4.0 and above) and Gen-IC
virtual intercom subscriptions (LQ 5.0 and above). A HelixNet Main Station cannot be in the

same Link-Group as a Gen-IC.

From LQ 5.1 and up, a Link-Group is locked on the Link-Master. Before units can be linked to
this group, the Link-Master must be unlocked. This is a security measure.

Link-Master

G
= |

la#e Wy #7  lam

LAN, WAN,

Internet
LQ #3

- AN

-
N

LQ #4

LQ #5

e 1box is set to Link-Master

¢ Each LQ joins the group through
the Link-Master

* Upto6 LQs in a Link-Group

Channels

There are 24 channels within
each Link-Group (channels
can be added or taken away
as required). Any port on any
LQ can be assigned to any of
the channels. To assign ports
to channels navigate to
Assignments in the Core
Configuration Manager.

Devices can be seen and programmed from any device in the group.
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O s | b | s | G —

Once connected, devices

in a Link-Group can be

configured from any unit
Browser pointed
at the host unit

The host unit is
able to configure
any other unitin
the group

Click on gear icon
on any unit to
access control
options

Link-Group Role

The Link-Master is responsible for synchronization and distribution of audio, Channel names
and device availability throughout the Link-Group. Each group needs a Link-Master.

To create a group you must connect LQ member(s) to a Link-Master. Change this setting to
Link-Member on the device to be connected to the master. When you change the role to Link-
Member, you can then enter the Link-Master IP address here to link the devices. Find the device
IP in the front menu screen of the device.

If linking with a HelixNet Main Station, the HelixNet device must always be designated the Link-
Master.

If linking with a Gen-IC instance, the Gen-IC must always be designated the Link-Master.

The Link-Master must be unlocked before linking is possible (LQ 5.1 and up).
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15 Overview Device = Roles ST Assignmenis & Accounts ( ) R I||ﬁID= uear—cﬂm Logout e |
Select Link-

Group Role

Linking

y, :
10.60.21.101 ™ . Link-Group Role : Link-Member
EIEmEa 3

Link-Master protocol and IP address / hostname

General Network
Link-Master IP port :

T &
" ‘ Input Link-

Linking Ports o Master IP
here

& &

To take an LQ device out of a Link-Group, change it's role back to Link-Master here. This will
disconnect the device from the group.

Related Links
About Linking on page 61
Creating a Link-Group on page 49

3.6.2 Link-Group Optimization
Internet/NATed network (Default mode)

Use this setting whenever the network you are using crosses firewalls. This is the default mode
and will work with all networks. However, it requires more processing power of the LQ device
and may affect latency.

LAN/WAN network

Use this mode when using LQ in a private network. It uses less network and CPU resources and
gives better latency than the default.

3.6.3 Link-Master IP

Enter the Link-Master IP address to link a device to a group. You only see this field when the
device is set to Link-Member.

See Creating a Link-Group on page 49 for step by step details.

» Clear-Com
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If connecting over firewalls, this will be the Link-Master's external (public) IP address and the
port mapped to TCP port 80 at the firewall.

See About Linking on page 61 for port forwarding details.
Related links

Internet Connectivity on page 74

3.7 Ports
Settings vary according to port type.
LQ allows five different port types: 2-wire, 4-wire, GPIO, I.V. Direct/IVC and SIP. You will see
the port types available to your system in this page. Use the Port Selector to select ports for
programing. Use the drop-down device selector for moving between different devices in a Link-
Group.
In this page you can set port variables such as input gain (volume) and VOX detection. You can
name the port here. More than one port can be selected for configuration at one time.
You can also program the GPIO triggers for your system, allowing relays to be sent to radios or
other remote and third party equipment.
In LQ 3.0 and above, it is possible to put ports in more than one Channel.
VOX settings are available on all LQ port types.
dh ®
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LQ. 4.0 and up allows 5 different port
types: 2-wire, 4-wire,GPIO, I.V. Direct
and SIP. You only see IVD and SIP ports

If you have Link- if they have been previously configured.

Group, navigate

between devices Use the port selector section to select
here required port type. Selected port has an

orange highlight.

{

2 Overview S Device | &% Roles

o
—
=l
)
7

4% Accounts “lﬁi’:ueﬂr‘cm Logout 0

Audio Ports

4-Wire ~ Port Settings

v 1-4W-Port A

Input Gain

Output Gain

Port configuration
VOX Mode Status

W 1aWPor F options are here
VOX Off Delay - Not set
1-4W-Port G
. Not set

W 1-4W-PortH 5 - Not sat

Select Ports V. Direct s
button Port Function

1
i Baud Rate

mp2

b Clear-Com'
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3.7.1 2-Wire specific settings

18 Overview a% Roles ST Assignments 45 Accounts

Audio Ports Enable power as
. required. Enabling
(1050511 | E 2-Wire ¥ Interface Settings power automatica”y
= | » [B92WPoHA Power enables

p (— — termination.

General Network

Enable Multi Channel v Port Settings Enable VOX Mode if
Linking Support if you want to you want to use
& put this port into more VOXto trigger an
than one Channel. action.

Multi Channel

Select action support

Termination can be

trigger. See vox j toggled on an off.
Network Control VOX Mode: Termination should
Events. VOX Off Delay: Not set not be enabled on

M Threshold: Not set more than one

VOX Action Triggers: Not set connhected device.
You must perform an auto-null

when any change in the &-\re
connected 2-wire equipment et
occurs or there is a significant
temperature change

Auto-Nulling:

Autonull: You must perform auto-null when any change in the connected 2-wire equipment
occurs or there is a significant temperature change.

Termination:Termination is enabled automatically when power is enabled on a 2-wire partyline.
Termination should only be enabled on one device within a 2-wire circuit. Termination can be
toggled off and on in the configuration user interface.
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4-Wire specific settings

53 Overview & Roles NF Assignments 4% Accounis

LO 4w Audio Ports

— T Pomsene Enable this option if you want to

put this port into more than one
W 1-4W-Pori B Muiti Channel Support Channel

1-4W-Port A BT

General Network

& & Ve Input Gain Click to enable VOX mode.
Linking Ports Al | BIVCSIP 49 Output Gain Enabling this option will activate
CD — TS VOX action triggers

- SIP

VOX Mode

W 2001 VOX Off Delay
e See Network Control Events for

W 2002 VOX Threshold i i
resholc more information

W 3000 VOX Action Triggers

W 4000 A Wire
W 2003 Port Function Setting this option correctly avoids
Baud Rate the use of a cross-over cable. See
L Port Function.

W 2004

This setting depends on which
equipment you are connecting to.
It determines the data rate. The

default is to Clear-Com equipment.

4-Wire GPIO specific settings

5 Overview &% Roles ST Assignments 45 Accounts

Mic level option supports connection to |

LIS RIS devices that normally have a
. microphone connected directly to their
10501645 Jllfh 4-Wire + GPIO ¥ Port Settings audio input (handheld radios).

o (T — e Overall gain = OLg\t;ZTIt Gain + Output

B -AW-| 3 _
General Network W 1-4w-Port B Input Gain :

o == QP Ca _ Enable Multi Channel
Sl Support if you want to
Linking Ports Mutti Channel put this port into more
(f ol Support: - than one Channel.
Select action o
trigger. See VOX Mode: Enable VOX Mode if

Network Control VOX Off Delay: Mot set el Want to use VOX
to trigger an action. |

Events. VOX Threshold: Not set

‘\.’OXActwun Triggers: Not set

GPI and GPO
triggers. See
Network Control
GPO Triggered By: Events for more
GPO Off Delay- information.

GPIO
GPI Action Triggers:
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Note: A 4-wire+GPIO port will not transmit call signals in the form of data. The GPO Output Trigger
must be set to Channel Call Event, or a signal will not be sent.

3.74 |.V. Direct Ports

You only see |.V. Direct ports in this screen if they have been previously created in the
Accounts page.

I8 Overview | "= Device | & Roles | <7 Assignments | #F Accounts l\m:l: ur-cu“ Logout o L
Audio Ports

4-\Wire v Remote System Enable Multi Channel

Support if you want to

put this port into more
than one Channel.

Yo Label : IVC 1
IP/ Hostname : 10.60.21.17:6002

¥ Port Settings

Label Remote System (default)
Mul Channel Support will use whatever network

quality is set in the remote
system configuration
software. The other options
will over-ride this remote
setting.

Input Gain
m 1-4W-Port H Output Gain
REMOTE

LV. Direct = ity Status @

v/ pl

w2 . A
VOX Mode Enabling Silence

VOX Off Delay - Not se Suppression will stop
VOX Threshold - Ne transmission when
VOX Action Tri Not set silence is detected on
Enable VOX Mode if Sy the line. T?'S K
you want to use VOX {5PI Action Triggers Status conserves networl
to trigger an action. GPO Triggered By Status Test resources.

Select action trigger.
See Network Control
Events.

GPI and GPO

triggers. See

Network Control
Events.

A yellow triangle will show
error states. Click it for
information.

3.7.5 SIP specific settings

You only see SIP ports if they have been previously created in the Accounts page.
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Audio Ports

4-Wire

W 1-4W-PortH

LV. Direct
mp
2  Wp2
SIP

« sip1

3.7.6 Multi-Channel Ports

4% Accounts

¥ Remote System

User Guide | LQ Series 5.3

iy Clear-Com | Leson | @

Program SIP Accounts

o

el- SIP1

y - sip.onsip.com 5060

oy SIP server address and port
Click for information

v Port Settings

SIP Account Label - sij

Input Gain

Qutput Gain

VOX Mode
VOX Off Delay
old

VOX Action Triggers

Stas R

Status
Not set
Not set

Not set

It is possible to assign one port to many Channels. There is no limit on the amount of Channels
a port can be putinto, but the rules for device resource usage apply. When the unit is reaching
the limits of its capacity, the user interface will stop you from assigning more ports.

When do | use multi-Channel ports?

An example of when to use multi-Channel ports might be if you have a program feed or stage
announce that should be heard by several teams or groups.

Enable multi-Channel port feature
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53 Overview ST Assignments | 4B Accounts

Navigate
to

req u!red 4-Wire 701t Settings

device

Audio Ports Select port

1-4W-Port A Lo

General | Network > | W 1-4W-Port B Multi Channel Support
& &L Select Enabled

Ve
Input Gain
W IVC SIP 49 Output Gain

Linking Ports '
C") < sip Vo
VOX Mode
B 2001 VOX Off Delay - Not set
W 2002 VOX Threshold : Not set
Select ports page M 3000 VOX Action Triggers - Not set

< 4 Wire
W 2003 Port Function
Baud Rate

W 2004

Once enabled, multi-Channel ports are available in the Assignments page, ready to be
assigned to more than one Channel.

Multi-Channel porticon.

| 1-4W-Port A | @

| 1-4W-Port B | In-use

Number of 1

Channels the
portisin

S i

Note: Ifthe port has already been put into a Channel, it will be unassigned from the Channel when you
enable multi-Channel support.

For more information on how to put ports in Channels see Assignments on page 42.

Note: Multi-Channel ports will not be placed in a local audio mix, they will be transported as a single
audio stream. You can use the Resource Meter as a guideline for device capacity.

» Clear-Com
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3.8 Roles
When using LQ, some of the products you interconnect with use Roles for the purpose of
intercom setup. Roles are preset configurations, used to simplify and control your intercom
installation. You can work with default Roles which can be cloned or edited. You can also create
your own Roles if required.
The products that use Roles when connecting to LQ devices are: HelixNet and virtual clients
(Agent-IC and Station-IC).
When a HelixNet device is linked to LQ in a Link-Group set up, the Role configuration from the
Master HelixNet device will override the LQ units.
For more information about HelixNet Role configuration, see the HelixNet User Guide, available
from the Clear-Com website.
Add a new Role. A new This is the default
Role is always generated Role for this Create a clone
from an existing Role and device. Selected ( ) of thi
then edited. Role has an COP‘F({ |° 's
orange highlight. ole
4% Accounts
HMS Default ONE |
Sort by -
® D © Name i i
Click to configure c ot ~ Keysat Cllc'lc(h'iwse[(ztot:sas'gn
HelixNet Main E—— his ey
) N = : ] different Channel.
Station Roles A A Channel 1 Channel 2 Channiel 5 A
. (Channel assignment
| HMS Default Key Assignment : toggles on and Oﬁ:)
> Beltpack (HEP) Talk Latch -
> Remote Station (HRM) Station
> Speaker Station (HKB) Headset
Click to configure
Agent_IC Roles > AgentIC Microphone
Program Input
Stage Announce Output
Hot Mic Output
Loudspeaker
GPI (Opto)
GPO (Relay)
3.9 Assignments
Network transmission controls/transport settings are in this page (LQ only).
This is where you will assign ports to Channels. All devices, with their associated ports appear
in the left margin of this page.
In the center are three tabs; chose from All, Channels and Directs.
iy ®
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Channels (up to 24 in total per Link-Group) are shown on the right.
To route audio:

1. Choose Channel type; Channel or Direct.

2. Click on an available Channel to select it or click '+' to create a new one.

3. With the Channel selected (orange highlight), click '+' next to the port you require to put into
the Channel.

4. Repeat step 3 as often as required.

[ Add Channel Channels tab ]
£R Overview | °3 Device VAR S oo I Clear-Com | © |

7 - Assignments

Ports Channels

Group By: == O Roles @ Hostnames Show All Channels &
© Devices @ Port Types

e Channel 1
viawe _ i

B | 1-2W-PortB H Channel2 4

A | RS701

Local Audi_o Mix
Click '+' to put " (submix)
port into selected

Channel Channel 5
Selected Channel

has an orange i

Thissymbol hlghllght
indicates that Channel 7
this port can be
put in more
than one
Channel

Channel 8

Channel 9

Channel 10

Note: Network transmission controls (submix) are in this page.

3.91 Channel or 4W Direct Channel?

An LQ Channel is made up of multiple audio sources which operate as a partyline. All sources in
a Channel can hear and talk to each other. A 4-wire direct (panel) Channel, by contrast, is a
connection between two ports only. A 4-wire direct (panel) connection cannot be included in a
Channel and is configured separately.

Note: Direct Channels are not available in a HelixNet system.
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Local Audio Mix (LAM)

Each LQ device within a Channel performs its own local audio mix (submix). The LAM mixes
audio at a very early stage of the audio transport which reduces the latency of the audio streams
(below 4ms) and improves audio processing. LAM is a way of improving latency, increasing the
capacity of an LQ device in certain user cases and reducing network usage.

The LAM is performed automatically when ports are added to a Channel.

The ports from each LQ appear within a box, with the local audio mix icon in the bottom right
corner, where you can program network settings.

o

/1 LQ device outline

/z"
.

., o

& 1-2W-PortA
e 1-2W-Port B
& VCPorti
& IVCPor2 Click here for
audio and

_ network settings
& 1-2w-PortA local to this
e device.

1-2W-Port B

Network settings within a Channel are set on a per-device basis. To set differing network quality
for ports from the same device, put the ports in separate Channels.

LAM is not available if you are using a HelixNet/LQ Link-Group.

Local Audio Mix/transport settings
Click/touch a blue label in the CCM to access settings.
Silence suppression. Default = Disabled

Enabling this option will stop transmission and implement comfort noise when silence is
detected. This is done to conserve network resources.
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Recommended network settings
 Internet - very low or low
e LAN/WAN - balanced or high

e LAN only - very high. This option enables 20 kHz bandwidth.

Custom setting

The Custom option allows adjustment of the jitter buffer setting independent of bit rate and
packet size.

The jitter buffer setting is designed to buffer audio received to prevent loss if there is network
jitter. Note that the jitter buffer selection will directly affect the latency. This is because the lower
number in the jitter range represents the amount the LQ unit will buffer audio before delivering it
to the port. A bigger jitter buffer setting will increase latency in milliseconds.

The network setting is the bandwidth from the LQ device into the IP network.

Within the Custom setting, selecting an Audio Bitrate of 128 Kbps will automatically set
Bandwidth to 20 kHz,

Transmit

Audio bitrate 16, 32, 48, 64, 128 Kbps

Audio bandwidth 12, 20 kHz

Packet size 60, 40, 20,10, 5ms

Receive

Jitter (min-max) 60-200, 40-100, 20-60, 5-60, 3-60 ms

Unit latency 80-220, 60-120, 40-80, 25-80, 23-80 ms
Accounts

In this page you will generate and maintain accounts to external systems.
 Virtual client accounts, including Gen-IC
e PBX(SIP)accounts

e |VC/I.V. Direct accounts: connections to Eclipse matrix or Arcadia Central Station
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5 Overview | = Device | &% Roles | N7 Assignments ACCOUNtS 'HI'; clear-cﬂm Logout o I

Clients Virtual Client Users

Virtual Client Users List

# Label User ID Password Default Role LQ Assignment Status

Any blue field

Add a user is editable
account

Select account

type

User log in credentials (User ID and Password) are stored in this page for each account.

Virtual client and telephony (SIP) accounts need a license. See your Clear-Com representative

for information.

Note: Gen-IC subscriptions are managed by the Clear-Com SkyPort.

» Clear-Com
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Basic set up

4-wire

4.1 Setting up your LQ environment within a LAN
Gather the following equipment:
e 2xLQunits (LQ#1 and LQ #2)
e 2 x provided Power Supply Units (PSUs)
o 2 x Straight-through RJ45 Ethernet cables
¢ 1 x Network connection with Dynamic Host Control Protocol (DHCP) server present
(preferred method)
e 2 Xx 2-wire, 4-wire and/or GPIO equipment to provide an audio connection to each LQ
e 2 x 2 Network connections available for connecting each LQ to your network.
1. Connect either LAN port of LQ #1 to the local network equipment.
2. Connect either LAN port of LQ #2 to the local network equipment.
3. Connect the provided PSU to each LQ device. Once booted, each device will display an IP
address on the front panel display.
Power indicator
\
LQ 4W #1
192.168.2.5
1> Clear-Com-
Display screen Display control panel
IP address of the Green flashing light = system
USB connectors unit appears here booting _
Steady green light =
operating correctly
Red light = Connectivity
problem
Py o
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4. Once the devices are operational, you will program each device through the browser-based

Core Configuration Manager (CCM).

5. Access the CCM. From a device connected to your network, open a Web browser. Enter the
IP address as displayed on LQ #2 device in the address field of the Web browser (Chrome,
Safari, Firefox, IE, Opera). This takes you to the CCM.

6. For details of the CCM username and password see The CCM Password on page 24

Core Configuration Manager {CCM)

Username: admin

Find password: Front panel menu. ing=CCM p d>[unique d]

1. Open a web
browser
[Computer, tablet,
mabile)

2. Input IP address
«of the LQ unit into the
URL field to access the
CCM

3 second press
for front panel
meény

f__(—-r""v"

LANS e

WAN/IP

The IP address will be allocated by DHCP (default mode). In the event that the network does not
serve DHCP or there is no network connection, the IP address will revert to a link-local address.
If necessary IP addresses for the devices can be configured in the Network page of the CCM.
See information links at the bottom of this page if you require more information.

7. Connect the audio equipment to Port A of each LQ device.

8. Once the LQ devices are set up, proceed to Creating a Link-Group on page 49.
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Connect either

LAN port to
network
Connect beltpacks (or
other audio equipment)
Connect

power supply

Connect either
LAN port to
DHCP enabled
network

For more information see:

Static IP configuration on page 71

Creating a Link-Group

Before linking units together, one LQ device must first be designated as the Link-Master by
setting that device's role to Link-Master. Every other LQ device within the Link-Group will then
be set into a Link-Member role which allows the linking of those units directly to the Link-Master.

When creating a HelixNet or Gen-IC /LQ Link-Group the HelixNet Main Station or the Gen-IC
Virtual Intercom must always be designated the Link-Master.

Page 49

(> Clear-Com’



User Guide | LQ Series 5.3

In this example, LQ #1 will be left as Link-Master (default configuration) and LQ #2 will be linked
toit.

4.2.1 How to create a Link-Group

1. Navigate to Device > Linking on the CCM of LQ #2.

2. Click Change Role to Link-Member.

8 Overview Device ST Assignments 4% Accounts

Linking Select Link-Member

Link-Group Role Link-Member~ Cancel
E3

Link-Master IP address : n

General Network
ﬁ rh Link-Member must be
given Link-Master IP
Linking Ports or name. Click blue
check mark to submit
changes.

MNavigate to Linking

3. Within the Link-Master IP address field, enter the IP address as displayed on the LQ #1
device. Click on blue check mark or press <ENTER> key to submit.

4. The next available Device ID will be selected by default (highlighted in blue) but can also be
manually selected.

» Clear-Com
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8 Overview ST Assignments 4% Accounts

1 Linking

L
Link-Group Role - Link-Member
Ea

Configuration for Roles, Assignments/Channels and
General Network ___ Accounts will be replaced by the configuration of the

(A\) new Link-Master.
ﬁ it h 2. Apply changes

Link-Master IP address :
Linking Ports

CO : Link-Group Member IDs :
Coul LR L N

Slot #2 was autorgically selected for this Device.

Select an available slot for reg® g0 of this Devic

within the Link-Group. 1. Select an
available device ID
if you do not wish
to go with the
default selection

Note that when linking a
member to a master, the
configurationfromthe
master will over-ride the

member

5. Click Apply changes.

LQ #1 and LQ #2 will now be linked (operation may take up to 30 seconds to complete). If
there is existing configuration on the member LQ, this will be replaced by the configuration
of the master.

6. Navigate to the Overview page (top navigation bar). Both LQ devices should be displayed
on this page.

7. Before continuing, if either LQ device is a LQ-2W2 model, you may need to auto-null both
ports (power must be present on the 2W circuit before auto-null is possible). For each
device to be auto-nulled, navigate to Device > Ports.
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8. Expand port sections and click on the Auto-Nulling button for each port.

8 Overview Device ST Assignments 4% Accounts '“ﬁ; m-m e

Select port (selected port
has an orange highlight)

Audio Ports

10.50.16.38
[ 2w |

 OAnETides oTLung =

RS-701 Power :

3 _2W-Po y ;
General Network W 1-2W-Port B Mode :

& &

Linking

~ Port Settings

Label :

Multi Channel Support

Input Gain :
Othput Gain :
Navigate to Device> VOX
Ports VOX Mode :
VOX Off Delay :
VOX Threshold - Not set
VOX Action Triggers :
2-Wire
Termination :

Auto-Nulling -

Note: The auto-nulling operation emits a loud hiss on the circuit. When auto-nulling, ensure that all
talk buttons on external Partyline devices are turned off.

For more information, see:
About Linking on page 61
In LQ 4.0 and above a HelixNet Main Station can also be included in a Link-Group.

LQ to HelixNet Connectivity on page 130

4.3 Using Channels to Route Audio

1. Click on the Assignments button within the navigation bar.
2. Select the Channels tab.
3. Select Channel 1 (or other Channel) from list on the right of Assignments page.

4. Add Port on each device to required Channel by clicking on the + symbol to the right of
each port.

You should now be able to pass audio and call/RMK signaling to/from Port A on each device.
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Channel 1 must be selected before audio can be assigned to it. This is shown by an orange

highlight.

12 Overview | "= Device | &w Roles ssignments 4% Accounts

Ports ‘ All ‘

Group By © Roles @ Hostnames
© Devicelndex @ Interface Type

v LQ-2w2

B | 12wponB ‘ & 12wrate

@ rso

Al | vem
A | Rs701
Al | siprt

Click '+' to add
port to Channel 1

¥ LQ-R2W4-4W4

Save and Restore

| Clear-Com | © |

Show All Connections &

Channel 1 2

Channel 2
Channel 3
Channel 4
Channel 5

Channel 6

You can save the LQ device configuration to a file in order to keep a backup copy of your setup

or to configure a stand-by LQ device.

Save and restore is achieved from either the CCM or the front panel menu systems.

Settings cannot be restored from different models of LQ. For example, you cannot restore a file

from an LQ-R2W4 1RU to an LQ-4W2 throw-down unit.

If restoring an LQ unit with SIP accounts or Virtual Clients (Agent-IC or Station-IC) connections,

the unit must have sufficient licenses.

When restoring from the CCM you have an option to restore the network settings. Network

settings are always restored when restoring using the front panel menu system.

Network settings in this case include:
o DHCP/static IP configuration
o External IP
° Domain name
o External port
o Self-signed and custom SSL certificates

When working with a Link-Group you must:

Page 53

% Clear-Com'



User Guide | LQ Series 5.3

e Save and restore Link-Group settings on each device

» When restoring settings, you must restore Link-Master settings first (before restoring the
Link-Members)

4.4 1 Save/Restore from the CCM

1. Inthe CCM navigate to: Device>General>Save/Restore System Settings

Mehwork

* Sawve | Restore System Settings
Linking Ports

C‘? : 2 Save

2. Select Save or Restore

3. Save will generate and download a file to your PC that you can save to a suitable location:
(LQ_[device name]_[date].cca).

4. Restore will generate a message with an option to restore network settings. To restore
network settings make sure the Network Settings check box is checked before clicking the
Restore option.

Select Optional Settings to Restore

[J Network Settings

4.4.2 Save and Restore from LQ unit front panel menus (USB)

1. Insert the USB stick into the USB A connector on the front of the unit.
2. Press the menu button (3 second press)

3. Inthe menu system, navigate to: Administration>Settings>Save
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4. Press the menu button (short press) to save the file to the USB (LQ_[device name]_
[date].cca).

The table below shows which settings are restored (all are saved except CCM password and
licenses):

Static/DHCP

, i Yes No Yes
Configuration
External Connectivity Yes No Yes
HTTPS Yes No Yes
Default Certificate No No No
EasyDNS Certificate No No No
Uploaded Certificate Yes No Yes
Linking Yes Yes Yes
Ports Yes Yes Yes

, Yes (on Link Yes (on Link
Roles Yes (on Link-Master)
Master) Master
Assignments (channels) | Yes Yes Yes
. Yes (on Link- Yes (on Link-
Accounts Yes (on Link-Master)
Master) Master)
Licenses No No No
CCM password No No No
dh ®
Page 55 '”.‘,',','v meal'-cllm



User Guide | LQ Series 5.3

5 Front Panel

From the front panel of the LQ you can:
» Set audio configuration
e input gain

e output gain

e Set VOX configuration
» VOX
e Threshold

e Delay

» Set 2-wire specific settings
» Powering of the line

e Clear-Com/RTS mode

e Auto-nulling

¢ Termination

» Set 4-wire specific settings
e Port Function: set port function of Ethernet cable ‘to Matrix’ or ‘to Panel’,
e Vox levels

e Baudrate

e Check licenses on the unit (SIP or mobile client)

e See GPIO settings

e Test GPO hardware trigger

o Set Mic level/line level (mic level for use when connecting directly to a radio)
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» Setdevice settings
 Brightness of OLED
e Screensaver time-out
» Reboot

¢ Reset-to-default

e Networking

o Edit network details
e Hangup SIP calls

o Save/Restore system configuation files

e Collect diagnostic data for troubleshooting your device

5.1 Menu Access

s A
_— Usedirection keys to
navigate menus.

If no key press for 20 Menu options 3 second press = enter menu mode,
seconds, menu mode will appear here khShort press = select and apply.
time out.

Pressing all fourdirection
keys at once will reboot
device.

5.2 Network Configuration

In LQ version 3.0 and above network details can be input and changed from the device front
screen menu, as well as from the CCM.
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You can also test that the device GPOs are firing correctly from the front screen menus.
Navigate to Menu/ports/port and scroll down.

How to edit network details from the device menus
Navigate to Menu > Networking > Edit. Edit is at the bottom of the networking list. Use

1.
the arrow keys to navigate menus.
2. Disable the DHCP setting on your device. This allows you to access network details.

Disable DHCP and select IP for editing.

DHCP > /7 | \\x., )
( -: 1 Press
NS
.-'f _ ----\x h
.='-‘_'_:___. Short press to select

Enabled

:
/
.\x

DHCP
IP Address =
e

-,

subnet mask

— Short press to select

[Press to edit]
I‘u .'I I'.
LY /.I' Sy

» Clear-Com
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Edit and save IP address.

L/R/E to select N
Nawgate

— through
| numbers

X X. X X. X X.
Cancel

A

Short
- press to
select

L/R/E to select

X X X X. X X
Cancel

’

X X X X. X X ~—, required
_— number
Cancel .

Short
-~ press to
. commit

L/R/E to select

X X. X X. X X.
Cancel

A

L/R/E to select @ SCI’D" to |

Repeat for each number. Then Save.

3. Repeat for Subnet mask, Gateway, and DNS as required.

5.3 The USB Logger
The USB logger can be used to capture comprehensive and detailed logs from your LQ unit (LQ
4.1 and above). These logs can be used to troubleshoot and diagnose problems.
Contact Clear-Com Global Support Services (GSS) for more information:
https://www.clearcom.com/support/service-repair/
I“'" ®
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6.1 What is a Link-Group?

A Link-Group is a set of LQ devices connected over IP so they share audio and data between

them.

With LQ 4.0 and above a HelixNet Main Station can also be included in a Link-Group. This
increases the available ports and the range of a HelixNet system. With LQ 5.0 and above, Gen-

IC Virtual Intercom can be included in the Link-Group.

Link-Master

N
= |

LQ #6 \ ,’ LQy #2

LAN, WAN,

Internet
LQ #3

- N

LQ #5 [

LQ #4

e 1box is set to Link-Master

¢ Each LQ joins the group through
the Link-Master

e Upto6 LQs in a Link-Group

Channels

There are 24 channels within
each Link-Group (channels
can be added or taken away
as required). Any port on any
LQ can be assigned to any of
the channels. To assign ports
to channels navigate to
Assignments in the Core
Configuration Manager.
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Once connected, devices
in a Link-Group can be

configured from any unit
Browser pointed

at the host unit

The host unitis
able to configure
any other unitin
the group

Click on gear icon
on any unit to
access control
options

The Core Configuration Manager (CCM) for any LQ host can be accessed by entering the IP
address as displayed on the front panel display of the LQ host into a web browser's address
field. All devices in the Link-Group can be viewed and configured through any single host in the
Link-Group.

Note: A HelixNet Main Station can also be linked in a Link-Group formation. The basic principles are
the same for a HelixNet/LQ Link-Group, though there are a few differences in operation. The
HelixNet must be Link-Master.

Note: Gen-IC Virtual Intercom can also be linked in a Link-Group formation. Gen-IC must be Link-
Master.

Note: A HelixNet Main Station cannot be included in a Link-Group with Gen-IC.

Note: From LQ 5.1, the Link-Master is locked by default, in order to prevent unauthorized linking. The

Link-Master must be unlocked before linking.
For more information, see:

LQ to HelixNet Connectivity on page 130

6.2 About Linking

A Link-Group:

» Clear-Com
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e Can contain up to 6 LQ devices, up to 6 of a combination of HelixNet Main Stations and
LQ devices or up to 6 of a combination of Gen-IC and LQ devices

e Must have one unit designated as Link-Master

» Performs a “best effort” approach to creating a mesh network between all the devices
within the group.

» ALink-Group, by default, is locked for security. See Locked Link-Group on page 65.

Once joined o the Link-Group, all devices attempt to connect to
all other devices within the group.

« Configuration and control of any device is possible through any
A Mesh Network other unit in the group

« Configuration information is both distributed and persisted within
every node of the group

« Significantly reduces loss of service

Link-Master

LQ #3 LQ#4 LQ#5

6.2.1 The Link-Master role

The Link-Master role serves three main purposes:
1. It facilitates Link-Group membership.

2. ltis the owner of Channel names, meaning that Channel names will only persist (be
maintained consistently) if the Link-Master is operational.

3. ltis responsible for the synchronization and distribution of both configuration and device
availability status throughout the Link-Group.

Note: The Link-Master must be reachable on TCP port 80 and TCP/UDP port 655 by all devices within
the Link-Group. (Use TCP port 443 if you are using secure HTTPS.)
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It is recommended that the IP address of the Link-Master is allocated statically. When allocated
by DHCP the IP address can change. If this happens the LQ devices will no longer be able to
reach the Link-Master device.

Any device can be set to Link-Master mode. Link-Master mode is the factory default setting.

The Link-Member role

LQ devices that are not designated master will have the role of Link-Member. Joining a device
to a Link-Group requires that device to be set to Link-Member role which will prompt the user to
enter the address of the Link-Master.

A solid red light on the keypad shows that the unit has lost its IP connection to the Link-Master.
Possible causes:

» The Link-Master is down

» A networking issue between the Link-Member and Link-Master

» The Link-Master is locked

« Iflinking by a name service DNS, it could be that the name service is not available or its
mapping is wrong

« Iflinking by IP, it could be that the Link-Master IP address is wrong
Linking units

The only way to join devices to a Link-Group is through the Linking page of the CCM. Only the
IP address of the Link-Master is required during this set up.

LQ restricted IP range

LQ units use the IP range 172.23.xx.xx for linking. Because of this, this IP range should not be
used for any devices (including LQs) when working with the LQ Series system.

Linking over a LAN

This is the simplest way to link devices together. This type of environment enables the highest
potential level of communication quality and the best availability of resources. When linking over
a LAN, set Link-Group Optimization to LAN/WAN routed network in the Linking page of the
Core Configuration Manager (CCM) for best latency performance and use of resources.

External linking is disabled when Link-Group Optimization is set to LAN/WAN Routed
Network.
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Linking over Internet or WAN

When linking over the public Internet, addressing of the Link-Master becomes more
complicated as the Link-Master must be made externally reachable to all Link-Members. This is
achieved by creating port forwarding rules within the firewall.

A HelixNet/LQ Link-Group does not operate over the Internet. This is because the codec that
HelixNet uses (WavPack) is not optimised for the Internet. Internet connectivity when using
HelixNet and LQ is achieved using a tie line.

How to link LQ units over a firewall

Link-Members join the Link-Group using the Link-
Master’s external IP and the port in the firewall that is
forwarded to port 80 TCP. In this example:

34.50.16.7:6300.

Link-Member #2

WAN or Public Internet
Linking

External (public)

IP 34.50.16.7
Link-Master

‘
Link-Master internal IP: 192.168.1.100 \
Link-Master must be externally reachable on IP:

4:30.16.7 \
Example port-forwarding rule within Firewall:

Port 6300:TCP forwarded to 192.168.1.100:80
Port 6301:TCP/UDP forwarded to 192.168.1.100:655

1
il

Link-Member #3

The Link-Master uses TCP port 80 for management and TCP/UDP port 655 for audio (port 443
for management if you are using HTTPs). You will need to create port-forwarding rules within
your firewall to make these ports externally accessible to the Link-Master device.

When creating a Link-Group over the public internet, Link-Members need to be given the Link-
Master’s externally reachable IP address and the port that is forwarded to port 80. This
information is entered in the Linking page of the CCM.

If no port forwarding rules have been applied the LQ devices will find the correct default ports
automatically, so there is no need to specify a port.

Once the devices are linked in a group, they will share network details with each other
automatically. To facilitate this, the network details, including the port that is forwarded to
TCP/UDP port 655 need to be configured in the Link-Master’'s Network page. If no port
forwarding rules have been applied, it is not necessary to specify a port.
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23 Overview Device | & Roles ST Assignments

Network

LAN / WAN Connectivity

General

Linking

Ve

External Connectivity
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&% Roles | N7 Assignments | &5 Accounts

Hinking Set Link-Group Optimization to
Internet/NATed Network.
Link-Group Role :

Link-Group Optimization - LAN/AN Routed Network

Link-Master IP address : 134.50.16.7:6300

If Linking behind a firewall
Link-Master IP address (given to the
Link-Members) is the external IP and
the port mapped to TCP port 80 at
the firewall.

If you are Linking units using HTTPS

use the port mapped to TCP port
443 at the firewall.

& Accounts

A

——

Extemal Port

External port
(port that is
mapped to
TCP/UDP port
655)

Note: External Linking is not possible if Link
Group Optimization is set to LAN/WAN

Routed Network.

For more information on linking over the Internet, see Internet Connectivity on page 74.

6.3

LQ 5.1 and above.

Locked Link-Group

Locking a Link-Group on the Link-Master means that additional (unauthorized) Link-Members
are not registered to this group. It is not possible to link units when the Link-Group status is set

to locked.

Default is: Locked.
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6.3.1 Unlock a Link-Group

1. Inthe CCM, navigate to the Link-Master in your Link-Group. You can do this from the
Overview page:

[= Device ST Assignments | 4% Accounts

Devices

LQ-R 2W-+4¥Wi1

10.60.21.101
EnED

Go to settings for
this LQ unit

2. From the Device page, select Linking.

3. Select Link-Group State > Unlocked.

4% Accounts

Link-Master

15 Overview ST Assignments

LO-R 2W+4W#1 Linking

LQ-R2W4-4W4
L 3 Link-Group Role :
Link-Group State :

Link-Group Optimization :
General Network

T &

Linking

Select Unlocked

4. When you have finished linking units, set the Link Group State back to Locked.

6.4 How to Remove a Device from a Link-Group

6.4.1 Remove an on-line Link-Member from a group

1. Access the browser-based CCM for any device within the Link-Group.

» Clear-Com
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2. Inthe Overview page, click on the device image of the unit that you want to remove from the
group.

3. Navigate to Linking for that device.
4. Click Change Role to Link-Master.

5. Apply Changes.

The device will be reconfigured as a Link-Master and removed from the group.

6.4.2 Remove an off-line Link-Member from a group
1. Access the Core Configuration Manager for any device within the Link-Group.
2. Inthe Overview page, the off-line unit will show a red ‘X’. Click on this device.

3. You will be asked if you want to remove this unreachable device. Click Delete.
The device will be removed from the Link-Group.

If this same device is powered on again, it will automatically seek the same Link-Master and ID
slot. If the ID has been taken by another device, it will take the next available ID. If no ID is
available (because there are already 6 devices in the group) it will not be able to join the group.

To re-use this device with a new Link-Master, it must be returned to the default role (Link-
Master) and then re-linked.
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Interface Port Configuration

Call signaling and Remote Mic Kill (RMK)
Call signaling is automatic on all audio routes so a call signal can be routed to any destination
(2-wire or 4-wire).

Call signaling will be passed to some third party intercom equipment, but it may not be
recognized.

RMK is supported and passed through to 2-wire participants only.

2-wire specific port options
Default option is shown in bold.

Device interface settings

Power: Disabled/Enabled. Enable power if you want to power partyline beltpacks from the line.
See Power 2-Wire Beltpacks from the Partyline on page 22 for more information.

Enabling power will enable termination by default.

Mode: Clear-Com/RTS. For pinouts for each of these see Pinouts on page 184.

2-wire specific port settings
e |nput/Output gain: -3 to +3 dB. Default = 0.

e Termination: Disabled/Enabled. Termination is used to eliminate echo and distortion
when 2 or more 2-wire devices are connected. This setting is automatically enabled when
power is enabled on the line. It can be toggled on and off as power should only be
terminated once within any series of connected devices.

¢ Autonull. Autonull should be started whenever 2-wire devices are connected or re-wired.
Do not listen in on the headset while autonull is being performed.

4-wire specific port options
To minimize noise, use screened (shielded) cable when connecting 4-wire ports.

e |nput/Output gain: -12 to +12 dB. Default = 0.

» Port function (sets pin polarity of cable) : to Matrix/to Panel. See Port function: to Matrix
(default) or To Panel in this manual for more information.
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e Baud rate: 9600 (Drake 4000)/19200 (Eclipse). Select baud rate according to which type
of equipment you are connecting.

4-wire + GPIO specific settings

e Output level: Mic Level (-55db)/Line Level (0 dB).

This setting is used when connecting to devices (like a hand-held radio) where audio connects
directly to the mic. This setting works in conjunction with the Output Gain; overall gain = Output
Level + Output Gain.

GPIO action triggers (4-wire + GPIO and |.V. Direct ports)

Default option is shown in bold.

GPI action trigger: Disabled/Network Control Event 1/Network Control Event 2/Channel Call
Event.

Assign a Network Control Event on detection of a GPI signal).

GPO action trigger: Disabled/Network Control Event 1/Network Control Event 2/Channel Call
Event (assign which Network Control Event will trigger the GPO).

GPO Off Delay: None to 2 seconds. This sets a delay on the deactivation of the GPO after a
Network Control Event has disappeared.

Test: use to check that the GPO is firing (hardware).

For detailed explanation and examples of how to use Network Control Events see Networked
Control Events on page 92

|.V. Direct specific port settings

Network Quality: EHX Managed/Very High (LAN)/High (WAN)/Low (internet). The default
setting is EHX Managed.

Silence Supression: Enabled/Disabled. \WWhen enabled, Silence Supression will detect silence
on the line, and will stop transmission and implement comfort noise when this occurs. This
conserves network resources.

Settings available on all ports

Port settings

e Label: Clicking/touching the blue label header will allow you to change the name of the
port. Enter the new name and click the blue check mark to apply changes.
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e Multi-Channel support: Enabled/Disabled. Enable this option to use the audio source in
more than one Channel or direct connection.

7.8 VOX (audio-gating)

The VOX setting has several functions:

* VOX can be used to maximise bandwidth efficiency by detecting when the line is silent
and not transmitting at those times.

» VOX can be used to trigger a Network Control Event (used for sending and receiving
GPIO signals) when audio is detected in the Channel.

* VOX can be used to eliminate unwanted noise, for instance, low level ambient or
background noise.

 VOX mode: Disabled/Fixed Threshold/Adaptive.

If Disabled, VOX is not activated and Network Control Events cannot be configured. Audio is still
detected in the Channel, so audio light will show.

Fixed Threshold: triggers VOX detection (audio gating) according to a fixed level . Enabling this
option automatically enables Threshold and VOX Delay.

Adaptive: sets the audio trigger according to an automatically calculated 'noise floor'. This
option implements comfort noise when silence is detected. Only the Off Delay option is
activated with this setting. The Adaptive threshold is not suitable for transmitting music.

o VOX Off Delay: 0.5 to 4 seconds. Delays the deactivation of the noise gate to allow the
signal to stabilize.

e VOX Threshold: 0 to -42 dB (default = -22 dB). Set the level at which audio is considered
valid in the Channel.
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Network Settings (IP)

Dynamic Host Configuration Protocol (DHCP)

The default method for LQ devices to obtain an IP address is DHCP.

Most networks allocate IP addresses using DHCP.

DHCP or Static IP addressing?

DHCP can be used for quick set-up and the units will work with DHCP IP addressing. However,
the address provided by DHCP are dynamic and can change, so in some cases it is better to
allocate static IP addresses to ensure a completely stable system.

A static IP address is generally recommended for the Link-Master, while the Link Members
should use DHCP.

If there are additional Port Forwarding rules created in the firewalls that enable external
connectivity to the Link-Members as well as the Link-Master the Link-Member units should also
be given static IP addresses.

See About Linking on page 61

Static IP configuration

DHCP is not recommended for the Link-Master and is not recommended for units linked to the
master in some situations.

In these cases you will allocate the network settings statically. To do this, navigate to: Device >
Network in the Core Configuration Manager (CCM).
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IR Overview =vice ST Assignments | 4% Accounts

Click/touch Static to
access static IP

LQ-R2W4-4W4

LQ-R2Wda-4wa E

2w | aw ]

./l

LAN / WAN Connectivity

Mode - @ Static

General Network O pHCP

External Connectivity

Linking X External IP Address :

External Port :

Navigate to
Device/Network

\
Mo

Netmask or Subnet

The netmask or subnet divides the network into sectors for more efficient routing and is required
when allocating a static IP address to an LQ device.

Gateway
This setting is required when traversing across internets.

For more information, see:

About Linking on page 61
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Link-Local Environments

o Any networked device will enter link-local mode if it is set
to DHCP and no DHCP server is detected on the network.

Link-local mode « If both the laptop and the LQ device are in DHCP mode,
they will revert to linkJdocal when connected. This means
they can communicate with one another as they are both
on the same subnet (169254 xx xx).

Ethernet cable

What is link-local?

A link-local address is an IP address within the local segment of any network. Routers do not
pass information to these as link-local addresses are not guaranteed to be unique beyond a
single network segment. When first connected to a network, your LQ device will attempt to get
an IP address via Dynamic Host Configuration Protocol (DHCP). If no DHCP server is available
the unit will automatically enter link-local IP mode. A link-local IP address will take the form:
169.254 XXX.XXX.

Accessing an LQ Unit when in Link-Local Mode

To access the CCM of an LQ unit in link-local, you must connect to it from a PC that is also in
link-local mode.

Devices will revert to link-local mode if they are configured to DHCP and fail to find a DHCP
address on the network or device they are attempting to connect to. A PC can be put into link-
local mode by ensuring itis in DHCP mode and connecting it to the LQ unit that is in link-local
with a standard Ethernet cable. The PC will look for a dynamically generated IP address
(DHCP), and when it does not find one will enter link-local mode automatically.

Once the PC is connected to the LQ and in link-local mode, you can connect to your LQ unit by
opening a browser window on the computer and inputting the unit’s IP address (from the front
panel display) into the address field. This takes you to the Core Configuration Manager where
you can configure the device as usual.

The units will operate in link-local, but for optimum performance it is recommended that they are
used with either static or DHCP network settings.
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9 Internet Connectivity

il

(H]]
l”'

o
i

’l
i
i

LAN,WAN, —
Internet

Link-Member

L)

Link-Master

External (public} IP

All devices within a Link-Group must have connectivity to the Link-Master on TCP port 80 (TCP
port 443 if using the HTTPs protocol) and TCP/UDP port 655. When linking devices over the
Internet, make sure that this connectivity is stable. Internet connection to an LQ device requires
special configuration within your firewall (port-forwarding).

Note: LQ devices cannot connect using the Internet if they have a HelixNet Main Station as link
master.
9.1 Getting an external IP address

When networking LQ devices over the Internet, an external IP address from which the Link-
Master is reachable is required as a first step in making sure Link-Members can get to the Link-
Master. The external (public) IP address must be static and non-changing. Normally an Internet
Service Provider (ISP) will provide external addressing in Dynamic Host Configuration Protocol
(DHCP) mode. This is not guaranteed to remain static but instead may change periodically.
This will cause linking issues as the Link-Members will not be able to reach the master if the IP
address changes. Therefore, it is suggested that you purchase a static address from your ISP.
Failure to do this could result in a loss of service.

9.2 Port-forwarding

To connect to an LQ unit that is behind a firewall, certain ports must be mapped from your
firewall to the LQ device. This mapping will forward traffic received on those ports from the
Internet directly to the LQ unit.

e The Link-Group uses TCP port 80 (port 443 for HTTPs) for linking, data distribution and
browser-based management.

e The Link-Group uses port 655 (TCP and UDP) for group connectivity and audio
transmission.

For more information, see About Linking on page 61

Page 74 '||:‘:|:|:'=: 0|eal'-cﬂm®



User Guide | LQ Series 5.3

10 Security

For an overview of security controls in the CCM, including Disable mDNS and Download
EasyDNS Certificate, see Network on page 30.
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10.1 Secure HyperText Transfer Protocol (HTTPs)
10.1.1 Whatis HTTPs?

HTTPs is an adaptation of the HTTP protocol. It is commonly used for security when sending
sensitive data over a network.

HTTPs protects against an intermediary being able to intercept data between devices. HTTPs
uses data encryption and Public Key Cryptography to create a secured channel.

Using HTTPs with LQ Series 4.0 and above units involves:

 Installing a security certificate on the browser used to reach the Core Configuration
Manager (CCM) of the LQ devices

» Redirecting IP traffic to the HTTPs port (443) using the Force HTTPs feature. This
feature is found in the CCM of each device. The default setting for this feature is
Disabled.

10.1.2 Why Use HTTPS with LQ Series Units?

When using the LQ Core Configuration Manager (CCM) to establish your intercom setup, you
might wish to protect your login credentials and configuration details from unauthorized
interference. In this case you will establish an encrypted connection between the CCM and the
LQ devices using HTTPS.

The LQ units use port 80 (http) and port 443 (https) for management. Once a Link-Group is
established, audio travels in an encrypted channel between units via port 655. However, the
management ports will continue to exchange configuration information once the audio channel
is established, and you might want to ensure that this information travels on a secured route.

For more information about a Link-Group and Linking see:About Linking on page 61

Also see: Setting up a Link-Group using HTTPS in this chapter.

10.1.3 How to Use HTTPS with LQ Series Units, Overview

Itis helpful to know how to set up an LQ device (Basic set up) and a Link-Group (Create a Link-
Group) before establishing a secure connection. Please refer to the relevant sections in this
manual if necessary.

There are two main steps to establishing an encrypted connection on the management ports of
the LQ units.

1. Choose and install a suitable security certificate on the browser used to access the Core
Configuration Manager (CCM) of the LQ units.

2. Enable the Force HTTPS feature on the LQ Series 4.0 and above unit. When you enable
the Force HTTPS feature on an LQ unit, HTTP is turned off for that LQ unit and traffic is
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redirected to the HTTPS port. The Force HTTPS feature is found in the Network page of the
CCM under the Security tab. The default setting for this feature is OFF.

You must choose and install a security certificate and test it before enabling the Force HTTPS
feature in the Core Configuration Manager (CCM).

Test the certificate by typing https:// LQ IP address in the browser URL field :

J/ New Tab ®x AN

Ca */ O /771 % ®

£ Apps m Likes PFEinfo [ The Book | Every Pac [ View 3 more comme -#— Share on Facebook » Other bookmarks

Gmail Images X @) 0

\r https:// xx.xx.xx.xx (LQ IP
address) then [Enter] key

Google

Search Google or type URL

{=

If the browser does not recognise the certificate as valid it will issue a warning:
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_

C | A Not secure | hitps//10.50.16.38

A

Your connection is not private

Attackers might be trying to steal your information from 10.50.16.38
(for example, passwords, messages, or credit cards). Learn more
MNET:ERR_CERT_COMMON_NAME_INVALID

| Automatically send some system information and page content to Google to
help detect dangerous apps and sites. Privacy policy

HIDE ADVANCED) Back to safety

This server could not prove that it is 10.50.16.38; its security certificate
is from *.clearcomdevices.com. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed to 10.50.16.38 (unsafe)

-

When correctly installed, your browser will use the certificate to authenticate its
HTTPS connection with LQ devices, giving an encrypted connection between the browser and
the LQ unit and also between devices in a Link-Group.

The security certificate must be installed on every instance of a browser that is used to access

Relevant Information:

e HTTP us routed through port 80

the LQ unit. If you are working with a Link-Group, each browser used to access the devices
must have a cetrtificate installed.

» LQ devices are designed to work with both HTTP and HTTPS. Enable the Force HTTPS
feature to turn off the HTTP port and redirect traffic to the HTTPS port. This contributes to
a secured connection between the devices.
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e HTTPS is routed through port 443

» There are 3 types of security certificate available for use with your LQ device:

» A certificate of your own choosing (fullchain and private key)
» An EasyDNS authorized certificate for *.clearcomdevices.com

e The Clear-Com self-signed certificate.

» Depending on which certificate you use, you may have to register your LQ devices with a

DNS server.

 Ifyou try to Link to or access the CCM of a device that has been set to Force HTTPs using

the HTTP protocol, you will get a device not found type message as the HTTP port has
been turned off. If a device has been set to Force HTTPs in the CCM, you must use
HTTPS to reach the device.

HTTPS Certification Browser Support

Each browser type (for example; Safari, Chrome, Edge, Firefox) uses its own method for
HTTPS certificate management, and these methods can change with time. As this information
is beyond the control of Clear-Com, please refer to the instructions supplied with your browser if

you require more information about how the browser you are using works with certification
support.

Certification Authority (CA) Options for Use with LQ Units

3 security authorization options are available. Choose the certification option that is best suited

to your security requirements.

1.

A certificate of your own choosing.This option gives you complete control over the
security of your Link-Group. Choose this certificate if protecting the details of your intercom
configuration is critical. This option requires some specialized knowledge. You will need to
know how to obtain a fullchain certificate and a private key, and how to install them on your
browser. When using your own certificate you might have to provide a DNS server address
and register the LQ device.

The EasyDNS security certificate.
This is a commercially certified certificate.

When using the EasyDNS certificate, you have to provide a DNS server address for LQ
registration.

If you use this certificate, the browser needs Internet access to verify the certificate
authenticity. This is because the browser will verify with AlphaSSL and GlobalSign that the
certificate is valid.
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3. The Clear-Com self-signed (default) certificate. This certificate can be downloaded and
installed for use with an HTTPS connection. It is used to encrypt the audio channel that the
LQ devices establish on port 655 (linking). It also verifies all Virtual Client (Agent-IC and
Station-IC) connections to LQ. This certificate can be used in a private network. It does not
require Internet access to confirm its authority.

Warning:

Browsers are not set up to recognize self-certification. Using the Clear-Com self -signed
certificate (option 3) is likely to cause your browser to issue a warning.

This example shows a warning posted by the Chrome browser:

_

&  C | A Notsecure | hitps//1050.1638 %O /77 % @

i Apps [[§ Likes [ SPFEinfo [ The Book | Every Pac » Other bookmarks

A

Your connection is not private

-

Attackers might be trying to steal your information from 10.50.16.38
(for example, passwords, messages, or credit cards). Learn more
NET:ERR_CERT_COMMON_NAME_INVALID

| Automatically send some system information and page content to Google to
help detect dangerous apps and sites. Privacy policy

HIDE ADVANCED) Back to safety

This server could not prove that it is 10.50.16.38; its security certificate
is from *.clearcomdevices.com. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Click here to
connect
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To work with the Clear-Com self-signed certificate, you will need either to find a way of disabling
the warning (for example, install the certificate in the trusted certificates root directory), or make
a choice to ignore the warning and proceed to the insecure connection. This is not a
conventional way of working with your browser’s security features, but will provide a certain
level of security if your Link-Group does not have Internet access.

Note: An iOS browser will only work with its own chosen certificates, so the Clear-Com self-signed
certificate cannot be used in this context.
10.1.6 Setting up a Link-Group Using HTTPS
Once joined o the Link-Group, all devices attempt to connect to
all other devices within the group.
« Configuration and control of any device is possible through any
A Mesh Network other unit in the group
« Configuration information is both distributed and persisted within
every node of the group
« Significantly reduces loss of service
Link-Master
LQ#3 LQ #4 LQ#5
LQ units establish a robust mesh network when transporting audio (see image above). The
units use a series of IP ports to create this mesh:
Management (login credentials, setup details, IP addresses)
e TCP port80 (HTTP)
e TCP port443 (HTTPS)
Linking (audio)
o TCP/UDP port 655 (encrypted channel)
dh ®
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The devices will pass management details via either port 80 or port 443 (depending on which
prototcol is used). To ensure this information passes via an encrypted route, enable the Force
HTTPS feature on every LQ device in the Link-Group. The devices will pass information on
either management port, but the route will not be secure unless all the devices use HTTPS.

To create a Link-Group using the HTTPS protocol you will follow the same procedure as when
using HTTP; you must give the member unit the IP address of the Link-Master unit. When
linking units over the HTTPS protocol, you must specify HTTPS in the Linking page of the Link-
Member.

For more information on the Linking procedure see: Creating a Link-Group on page 49

The port number does NOT need to be specified unless you are linking units over a firewall
where port forwarding rules apply. In this case (units traversing a firewall to reach each other)
you must specify the external IP address and the external port, so the units can cross the
firewall.

15 Overview N7 Assignments 4 Accounts

Insert Link-Master IP in
the form:
HTTPS://xX. XX.XX.XX

Linking

Link-Group Role : Link-Member

/
Link-Master protocol and IP address _

Link-Master IP port

General Network

& &L

Linking Ports ‘_‘ The correct port will be set by default.

&

Only change this setting if you are Linking
over a firewall and port forwarding rules
have been applied.

If you try to link to a device that has been set to Force HTTPS without specifying HTTPS , you

will get a device not found message because the HTTP port is turned off.

Before using the Force HTTPS feature, you must first install a security certificate on your
browser. When using HTTPS with a Link-Group, every browser instance used to reach and
configure the devices must have a security certificate installed.

For more information see:

About Linking on page 61
Creating a Link-Group on page 49
About Linking on page 61
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10.1.7 Registering an LQ Unit with a DNS Server

When registering with a DNS server, the LQ unit will try and register two entries in the DNS it is
connected to:

e 1g-[MACAddress] .clearcomdevices.comwithits LAN IP address
e 1g-[MACAddress]x.clearcomdevices.comwith its external IP address.

This means that the LQ can usually be reached by typing the DNS hosthame into a browser.

10.1.8 How to Set Up an HTTPS Connection between a Browser and an LQ Unit
Install a security certificate on your browser

1. Choose a security certificate. See Certification Authority (CA) options for use with LQ units
in this chapter for more information.

2. Open the CCM of your LQ unit.
= > Clear-Com

Devices

LQ 4WG#1

10.50.16.38 10.50.16.37

Click the cog on any device in
the Overview page. This takes
you to the Home Page of the
device.

3. Navigate to Device>Network>Security.

» Clear-Com
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Install the certificate. The three certificate options are covered below, choose a., b., orc.

a.

A certificate of your own choosing:

“ Security

Force HTTPS :
Authentication Cerfificate :

mDNS Discovery :

Default Certificate

The default cerfificate is used by Virlual Clients, when linking other LQs and for CCM traffic. Any other cerificate
loaded onto this unit will only be utiized by the CCM.

Authority :

xpiration Date :

Active Certificate

CA Certificate :

Use Default Certificate :

Use EasyDNS Certificate :

Ceriificate Status :
Cerlificate Type :
Ceriificate Authority :

Expiration Date :

Upload Certificate

EasyDNS Certificate

Get EasyDNS CA from Clear-Com :

. Self-signed

Clear-Com

Jan 30 2028 — 803 day(s) left.

g— To install a certificate of your
Clear-Com own choice, click here and
navigate to where you have
stored the file. You must install
User CA Fullchain and User
CA Private Key.

Jan 30 2028 — 803 day(s) left.

Page 84

» Clear-Com



User Guide | LQ Series 5.3

b. The EasyDNS certificate:

“ Security

Force HTTPS :

Authentication Certificate _

mDNS Discovery :

Default Certificate

The default cerfificate iz used by Virlual Clients, when linking ofher LQ= and for CCM fraffic. Any other cerlificate
loaded onto this unit will only be utilized by the CCM.

Cerfificate Status :
Cerificate Type : Self-signed
ate Authority : Clear-Com

Expiration Date : Jan 30 2023 — 803 day(s) left.

CA Certificate :

Click here to switch to
the EasyDNS
Cerfificate Status : c e f'tl ﬂ c ate )

Certificate Type : Self-signed

Use EasyDNS Certificate :

Certificate Authority - Clear-Com

Expiration Date : Jan 30 2023 — 803 day(s) left.

Upload Certificate

Get/Update the
EasyDNS certificate.

» Clear-Com
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c. The Clear-Com self-signed (default) certificate:

“ Security

Force HTTPS :
Authentication Certificate :

mDMNS Discovery :

Default Certificate

The Clear-Com certificate
verifies itself by date. You might
need to regenerate the
certificate to ensure it is in date.

The defauli cerfificate is used by Virtual Clients, when linking ofher LQ5#5nd for CCM fraffic. Any other cerlificate
loaded onto this unit will only be utilized by the CCM.

Cerfificate Status -
Certificate Type :
Ceriificate Authority :

Expiration Date :

Active Certificate

CA Certificate :

Use Default Certificate :

Use EasyDNS Cerificate :

Cerfificate Status -

Certificale Type :

Certific

Expiration Date :

Upload Certificate

Use

User CA Private Key :

EasyDNS Certificate

Get EasyDNS CA from Clear-Com :

 Authority :

CA Fullchain :

Self-signed

Clear-Com \

Click here to download
the Clear-Com certificate
and follow the
instructions on your
browser to install the

certificate.

Jan 30 2028 — 803 day(s) left.

Self-signed
Clear-Com

Jan 30 2028 — 803 day(s) left.

5. Testthe certificate by typing the HTTPS IP address into your browser URL field in the
format: HTTPS:// XX XX XX.XX:

New Tab x

c|a

i Apps [ Likes PFE.info

[ The Book | Every Pac

*| O f?

% Share on Facebook »

% ®

E37 View 3 more comme Other bookmarks

Gmail Images = @) @

https:// xx.xx.xx.xx (LQ IP

address) then [Enter] key

Google

(=
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If you see the green 'secure' symbol and the browser does not issue an exception, the

. . . & Secu https://
certificate is working. R EUre | DEPST X XXX X0 XXX

Note: When using your own cettificate or the EasyDNS cettificate, the LQ unit must first be registered
with a DNS server. If required, your network administration department should provide advice
on this. When using the Clear-Com default certificate, the device does not need to be registered
with a DNS server. The Clear-Com default certificate can be used with a set up that does not
have Internet access.

Note: Different browsers (for instance, Chrome, Firefox) have different methods for handling
certification. This is beyond the control of Clear-Com. You may need to refer to the instructions
that come with your browser for this.

Enable the Force HTTPS feature on your LQ unit

1. Navigate to the Security section in the Networking page.

2. Enable the Force HTTPS feature. Click Apply Changes.

T Enable Force HTTPS.
Authentication Certi i CliCk Applv Changes.
ST Default value: Disabled.

Default Certificate

The default cerfificate is used by Virtual Clients, when linking other LQs and for CCM traffic. Any other cerlificate
loaded onto this unit will only be ulilized by the CCM.

Ceriificate Status :
e . Self-signed
y - Clear-Com

)ate : Jan 30 2028 — 803 day(s) left.

Active Certificate

CA Certificate -

Use Defauit Certificate -

Use EasyDNS Certificate -

e: Self-signed
orily - Clear-Com

Expiration Date - Jan 30 2028 — 803 day(s) left.

Upload Certificate

EasyDNS Certificate

Get EasyDNS GA from Clear-Com -

3. If you are working with a Link-Group, enable the Force HTTPS feature on each device in the
Link-Group.

» Clear-Com
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Clear-Com |.V. Direct/IVC Connections to Eclipse Matrix
or Arcadia

Each LQ unit can support up to 8 I.V. Direct/IVC ports, as well as its own hardware ports. This
method can be used to connect to an Eclipse E-IPA card or an Arcadia unit.

e Upto8I.V. Direct/IVC ports per LQ device
e Upto32I1.V. Direct/IVC ports per Link-Group
e |.V. Direct/IVC ports are generated in the Accounts page in the LQ CCM

 All ports, LQ hardware ports and 1.V. Direct/IVC ports can then be used in the LQ
Channels to transmit audio, Call and GPIO signals.

Eclipse panel

LQ-4WG2 " LT
— \ 2 0?0 —p M " .
% e Internet
Eclipse matrix

« Eclipse panel (or Arcadia)

* Upto 8 LV. Direct/IVC can talk to LQ units via
ports per LQ device I.V. Direct/IVC link
» Ports can be useq Ina « Panels send call signal or
Channel along with other control signal to the LQ to
LQ ports trigger CALL or GPO on
the LQ

Each LQ-R unit supports up to 24 ports: 8 hardware ports, 8 SIP ports and 8 virtual ports.Virtual
Clients (Agent-IC or Station-IC) and I.V. Direct/IVC ports are considered 'virtual ' ports. Virtual
ports can be used in any combination up to 8 in total.

The method for connection to a matrix and an Arcadia are essentially the same. For information
on connection to Arcadia, see I.V. Direct Connections in the Arcadia User Guide, available from
the Clear-Com Knowledge Center.

How to create virtual ports and connect to a matrix

General outline

Both matrix (or Arcadia) and LQ must be connected to a network and able to reach each other
across the network settings.

Page 88

(> Clear-Com’


https://clearcom.com/Download-Center/Knowledge-Centers

11.2

11.3

To set up this connection:

e Define ports slots in the configuration software

User Guide | LQ Series 5.3

e Define I.V. Direct virtual ports in the Accounts page of the Core Configuration Manager
(CCM), and give the LQ the IP address of the target device.

e Connecting devices must have the same credentials: user id and password

e Connect the devices

e Put required ports together in a Channel

e Program audio and GPIO relays if required

Program the EHX software

In EHX, program the ports you want to connect to.

Program ports in EHX. Navigate to EHX>Cards and Ports.

File Tools View Help

[»} System

Tech Pubs

New Configuration

1:
8 Retrieve Map from Matrix
§  Apply Map to Matrix
v Hardware
Cards and Ports
| 1P Panels

Beltpacks

2. Select E-IPA card
from drop-down list

Cards and Ports X

Card Slot

MVX-A16

2 Empty

Double click here to find
E-IPA card IP address

Port Number  Port Fun

34 (20)
3501

36(22)

@ | i
@ | Direct (LO)
@ | Direct (LQ)

3. Add port, select LQ
from drop-down list,
input label and

description
Conﬁgun

Show Alt Text

P | Options A | =P

Detect New Hardware

Used 3rd-party AolP Licences: U

Direct (LQ)

Direct (LQ)

4. Input credentials; User
ID and Password

Hide Wireless Ports @il)  Ports reserved for Wireless Beltpacks: 0

> Basic Options

> Global Options

~IP Port Options

user o

Password |

[

LAN

Audio Codec  [fczrd o

Fast Key Assign Options

> Gain Options

> Tally Options

> Logic Input Options

> Voice Operated Switch Options

> Attached Control Options

When you have set up the new ports, you must Apply changes to Matrix.

Program the LQ CCM

In the LQ Core Configuration Manager (CCM), input the remote system settings, IP address and

port number.
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1: Overview | "= Device | & Roles | SF Assignments Accounts ‘\lﬁl'; uear-cﬂm Logout 9 I

Name this
port

Clients L.V. Direct

Remote System Settings

bel f 2. Input IP address of target device (E-IPA
IP / Hostname ; card or Arcadia)

Port

1. Create

e Port number: E-IPA default = 6001,

Port Settings Arcadia default = 6002
# Label User ID Password LQ Assignment Status

° O

11.4 Create 'virtual' ports in the CCM

Next, you need to create a port, or ports for the card. You must have to hand User ID and
Password that you entered into the EHX (or Arcadia) interface.

& G A Notseure 10.60.21.101/view/accounts/ivc32/ # 000
oa [ Al Baokmarks
4
12 Overview | ' Device | &% Roles | N7 Assignments Accounts \lﬂ# Logout
o a Fomm—— a3 Clear-Com | oot | @

Clients L.V. Direct

Remote System Settings

Label
IP / Hostname:

Port

Port Settings

#  Label User ID Password LQ Assignment

Click to create a ®
new port

b Clear-Com'
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15 Overview S Device au Roles ST Assignments

(> Clear-Com

Clients LV. Direct

i
A NC1 Remote System Settings

+ Label -

Press [Enter]

o key or blue
VD o check mark to
submit

.

IP / Hostname :

Port Settings

# Label Password LQ Assignment Status
Al

1 T [

Name port. Any
meaningful name
is possible.

Must match User
Id set in EHX
exactly

Must match
Password

set in EHX
exactly

Associate this
port with an LQ
device. The drop-
down list shows
all the devices in
this Link-Group.

L%

When the LQ is connected to the target device, a green status LED shows. If the connection is
not successful, a yellow warning displays. Click the yellow warning symbol for information.

11.5 Put new ports into a Channel

Once ports are created, they can be seen in the Assignments page and put into Channels.

Once a virtual port is associated to an LQ device you can adjust the port setting. Click the cog
icon to go straight to Ports page.

If you want to pass GPIO controls over the network using LQ you must program Network
Control Events. See Networked Control Events on page 92
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12 Networked Control Events

12.1 About Networked Control Events

Networked Control Events are used to program input and output triggers (GPI/O) in your
intercom system. They are designed to allow maximum flexibility and scalability in your use of
GPIO events.

For example, Networked Control Events can be used to enable radio communication over IP, or
send a control signal from a panel, via a matrix to a radio. The GPO can also be used to turn on
an 'on-air' light, or perform any other function you require.

A Networked Control Event occurs when the input trigger and the output trigger on ports in a
Channel are set to the same value.

Active Networked Control Events can be viewed in the Assignments page in the CCM.

Networked Control Events

I overview | S Device SEIOnmeEnisN 4 Accounts

Active Control
- ; Events
Poris ‘ All ‘

Group By: © Roles @ Hostnames Show All Connections ‘&
O Devices @ Port Types

) Channel1 5
v LQ-2w2

B | t20portp ‘ @ 12wros Channel 2

@ Rs701

A | RST01
Channel 3

Channel 4

Channel 5

12.2 How to set up Networked Control Events

1. Configure the input trigger on a port. This example shows audio entering a 4-wire port
(VOX) on an LQ 4W2 device that triggers the output relay on an LQ GPIO device.

» Clear-Com
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23 Overview ST Assignments 45 Accounts

Audio Ports
E 2-Wire: ~ Port Settings VOX mode must be set to Adaptive

(default) or Fixed Threshold before
Control Events can be set

B Rs-701 Label -

General Network Multi Channel Support :

{} ‘-11 - ; - Input Gain -

Output Gain :

Linking Ports
CO = A Wire VOX Mode :
: VOX Off Delay :

= VOX Threshold : Not set

14W-Port F
u ! VOX Action Triggers ©

Set to Control Event 1

Baud Rate :

2. Configure the output (GPO) on a port.

13 Overview | ©5 Device | & Roles | N7 Assignments a5 Accounts \\m m—m e

Audio Ports

LQ =
10.60.19.109 : 4-Wire + GPIO + Port Settings
CEE3ER
A 4-AW-Port A Label -

General Network Multi Channel Support :

ﬁ E Program Output Enabled © Mute

Input Gain :

Linking Poris Al [ B lqalexd Output Gain :

& Pung - ‘?”‘p“‘ Lw'i VOX mode set to
FNEISTmE Adaptive Threshold

B AlexSIP
VOX Mode :
VOX Off Delay :

VOX Threshold : Not set

GPO set to
Control Event 1

VOX Action Trig

GPIO
GP!I Action Triggers :
GPO Triggered By : Status Test

GPO Off Delay :

3. Putboth ports together in a Channel . This activates a Networked Control Event when an
input and an output Networked Control Event setting match. A GPO is then fired.

b Clear-Com'
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1-4W-FPort E

4-4W-Port A

Local Config

Local Config

Local Config

Local Config

Local Config

Local Config
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When audio triggers

the VOX on Port E,
Port A will fire a

GPO. The Network
Control Event icon

lights when this

happens.
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12.3 Examples of when to use Networked Control Events

Example 1. VOX trigger

LQ Networked Control Event Example
(VOX input trigger)
Channel 1

Audio IN

2-Wire Port A
¢ VOX setto Control Event 1

2-Wire Port B
e No Control Event set

4-Wire + GPIO port A
e No Control Event set

4-Wire + GPIO Port B

e GPO trigger set to Control
Event 1

IVC Port A

e No Network Control Event
set

IVC Port B

e GPO trigger set to Control

Event 1

GPO fires when audio
on 2-Wire Port A

GPO fires when audio
on 2-Wire Port A

>

» Clear-Com
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Example 2. One-to-many

Channel 1

4-Wire + GPIO Port A
p * VOX, GPI or CALL
input trigger

4-Wire + GPIO P B
¢ GPO set to match
Port A Channel Event

4-Wire + GPIO Port C

\ -

Port A Channel Event

4-Wire + GPIO Port D
e GPO set to match >
Port A Channel Event
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Example 3. Many-to-one

Channel 1

4-Wire + GPIO Port A
P . GPI = Channel Event 1

4-Wire + GPIO Port C
p * GPI = Channel Event 1

4-Wire + GPIO Port B
# o GPI = Channel Event 1

4-Wire + GPIO Port D
e« GPO = Channel Event 1

Example 4. Call Event trigger. Passing call signals using GPIO
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LQ Networked Control Event Example
(Call signal input, automatic call propagation)
Call

Signal IN
_—

2-Wire port A
¢ No Networked Control Event set

—_— Call Signal sent

2-Wire port B
e No Networked Control Event set

4-Wire port A
¢ No Networked Control Event set

—_— Call Signal sent

4 -Wire+ GPIO port A
e No Networked Control Event set

—- No Call Signal sent

4 -Wire+ GPIO port B
¢ GPO Channel Call Event

—_— GPO fires, no Call Signal sent

IVC port A

—- i
¢ No Networked Control Event set Call Signal sent

IVC portB
¢ GPO Channel Call Event

—- GPO fires, and Call Signal sent

Note: Call signals are automatically propagated to all members of a Channel when using LQ so a GP/
trigger is unecessary. However, a GPIO interface will not send a call signal trigger unless a
GPO Call Channel event is set on that port.

12.4 Types of GPI (input) trigger

LQ 2-Wire 1. Call 2. VOX
LQ 4-Wire + GPIO 1.VOX 2. GPI
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12.5 GPIO port pinout
DB-9M connector
1. Line out (Mic out) +
6. Line out (Mic out) -
@ 2. Line in +
@ 7. Line in -
@ @ 3. Ground
@ 8. GPI (short GPI pin to Ground to activate)
@ 4. Relay(GPQ), normally closed
@ 9. Relay (GPO) Common (relay wiper)
@ 5. Relay (GPO), normally open
Radio Base -
For more information, see:
GPIO: Examples and Step-By-Step Set Up on page 99
12.6 GPI10: Examples and Step-By-Step Set Up
12.6.1 Setting up a Partyline/2-Wire relay to a radio (VOX trigger).
3rd party
radio
RS-701 LQ-2W2 LQ-4WG2
—EewRe— e ]
dh ®
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This example shows how to send a GPO (General Purpose Output) trigger to a third party radio
when audio comes in from an Encore RS701 beltpack. This can be used to open audio
transmission on the radio; equivalent to pressing the Push To Talk (PTT) button on the radio.

The GPO is triggered by LQ models that have a GPO port; LQ-4WG2, GQ-R2WG8 and LQ-
R2W4+4WG4.

Note: For this configuration Link Group must already be established. See Creating a Link-Group on
page 49 for more information.

12.6.2 General set up outline

1. In port settings, on the device and port connected to the belpack, set the VOX (audio
detection) to trigger Network Control Event 1

2. On the device and port connected to the radio, set the GPO to trigger on Network Control
Event 1

3. Bring both ports together into a Channel

4. When audio comes in from the beltpack, the GPO will fire. You can test this relay using the

TEST button.
€C-300
3rd party
radio
RS-701 LQ-2wW2 LQ-4WG2
(= ~——{ 00 @0¢ .| ¢ wu S+ [e=8@s|
1 ., o Internet T e
1. Set VOX 2. Set GPO
: to fire on
trigger to
Channel Channel
Event A Event A
3. Bring 4. Signal sent
both ports to radio when
together in there is audio
a Channel. from RS-701

» Clear-Com
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Beltpack to radio on VOX trigger
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1. Connect the beltpack. For more information, see Connecting 2-wire Equipment on page

150

2. Set Network Control Events in the CCM (Core Configuration Manager)

a. Set beltpack port.

4% Accounts |

N7 Assignments

22 Overview &% Roles

LQ-R2W4-4W4 Audio Ports

10.50.16.53 E_ 2-Wire ¥ Interface Settings

(2w [ aw ] -
RS-701

W 1-2W-Port B Made :

General Network

T &

,' 2. Select port. Selected
port has an orange
highlight.

Power :

Status @

+ Port Settings

Linking

4-Wire Multi Channel Support :

W 1-4W Port E Input Gain :

|-

VOX Mode :

VOX Off Delay :

1. Navigate to Device/

Ports in the CCM of the

LQ device that the 2-Wire
beltpack is connected

to Auto-Nulling °

Label :

Output Gain :

VOX Threshold :

VOX Action Triggers :

Termination :

3. Set VOX |
mode.

Status

Not set

Control Event 1 \ v

Disabled R
4. Select Network
Control Event 1 |

Control Event 1

Control Event 2

Call Control Event

Page 101

% Clear-Com'



User Guide | LQ Series 5.3

| Click here to
navigate quickly
] 7 between LQ
1: LG 58 devices
2:1LQ 33

4: LO-R 2W #1

Linking Ports

) 4 |

b. Setradio port.

55 Overview &% Roles ST Assignments & Accounts

Select port. Selected
port has an orange
highlight.

LQ 4WGH Audio Ports

10.50.16.132

AWGE

4-Wire + GR4

Radio Label :

B _AW-Po S :
General | Network W 1-4W-Port B Multi Channel Support

T &

Linking Ports

Input Gain :
Output Gain -

Qutput Level -

& |

VOX Mode : Status
VOX Off Delay : Not set
Select Network
Control Event 1

VOX Threshold : Not set

VOX Action Triggers : Not set

Navigate to
Device/Ports in the
CCM of the LQ device
that the radio is
connected to.

GPIO
GPI Action Triggers :
GPO Triggered By -

GPO Off Delay -

Status

Status

% Clear-Com'
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3. Once you have set up the ports, navigate to Assignments in the CCM and put ports into a

Channel.

1. Navigate to
@ overview ssignme Assignments

= 3. Click '+' to put
v LQ 4WG #1 ports into Channel

1-4W-Port B

¥ LQ-R 2W+4WGH3 e
RSTO01 | a Radio
32W-Port B (+] | &  rsior
3-2W-Port C +]
3-2W-Port D

3-4AW-Port E

M Click/touch '-' if you 4. With both ports in the
&8 want to remove port same Channel, Network
from Channel Control Event 1 will trigger
the output to the radio when

audio comes in to the

Channel from the headset.

1-4W-Port A

1-4W-Port B

1-4W-Port C

1-4W-Port D

1-4W-Port E

14W-Port F

1-4W-Port G

1-4W-Port H

Q0000000

Note: You will see

Event 1 light at the

top of the Channel

box when the Event
is triggered.

Channel 1
Channel 2
Channel 3
Channel 4
Channel 5
Channel 6
Channel 7
Channel 8
Channel 9
Channel 10

Channel 11

Channel 12
2. Select Channel (or
create a new one) )
Example

Note: You will see audio and Network Control Event status LED light when audio comes into the
Channel and triggers Network Control Event 1.
12.6.4 2-Wire beltpack to radio on Call button press
This example shows how to set up a Call button press on an Encore 701 beltpack to open
communication with a third party radio.
Call signals are automatically passed when using 2-Wire equipment, so no configuration of the
beltpack port is necessary when using a CALL to trigger a relay to a radio.
Beltpack to radio on Call button press
iy ®
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1. Connect beltpack as above.

2. Inthe CCM, navigate to the port where the radio is connected (see Step 2.b of Example #1
above). Select Channel Call Event on the action trigger.

3. The output will fire on any Call event in the Channel.

Note: You can also set the beltpack to do 'call on talk' by setting dip switch 5 on the beltpack. See RS-
701 datasheet available from the Clear-Com website, www.clearcom.com.

(> Clear-Com’
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12.7 Setting Up a 4-Wire Radio GPIO over IP (LAN, WAN, Internet)

3rd party

radio 3rd party

radio

LQ-4WG2

S @ CiearCom
— e

LQ-4WG2

LAN, WAN,
Internet

)

As with the examples above; to program this set up:

1. Configure the GPIO action triggers on the ports that the radios are connected to.

2. Bring both ports together into a Channel.
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1. Navigate to Device >
Ports for device that radio #1 |
is connected to.

2. Select port

3. Set GPI
Network Control

Elas 8 Navigate to Asslgnments_/

13 Overview g 45 Accounts

4. Use this dropdown to move
between LQ devices.

B | 1-4W-PotB

Al | matrix_port_1

i
&5 Roles |

5. Navigate to Device > Ports for
4 device that radio #2 is connected to.

A | Radio

6. Select port \ 9. Put both ports
together in a Channel

7. Set GPO Network Control Event
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13 SIP Connectivity

LQ 4.0 and above.

With LQ-SIP you can connect external telephones lines into your intercom system, expanding
the reach of your communications.

You must purchase a license to use SIP connectivity. Contact your Clear-Com dealer for more
information.

13.1 What is SIP?

SIP is used for creating, modifying and terminating sessions for voice, video and instant
messaging (IM) for one or more participants.

SIP User Agents
* SIP client: makes and terminates requests

* SIP server: accepts and administrates requests

13.2 Examples of LQ-SIP

13.2.1 LQ-SIP standalone

LQ-SIP can be used with 2-wire Partyline equipment to connect an external telephone to your
LQ communications system. Use this set up to enable communication between a telephone
user and a Partyline headset (or radio) user.
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Assignments page in the Core Configuration Manager (CCM)

& Cambsx2002

& RS0

Beltpack

e

A LQ device (2W, 4W or GPIO)
v x2002

SIP phone o LOQissetu
] p as x.2002
x2005 = IP on the SIP Server

_____ - » SIP phone is x.2005

A 4 ¢ Inthe LQ CCM assign

' the LQ SIP part (2002)
' - and the 2-wire
\ ! Partyline port into the
Yy same Channel

+ Use the CCM to dial
ex. 2005, Once the call
is established audio
from x. 2005 Is passed
into the Channel with
the 2-wire beltpack

AR

SIP server

» Clear-Com
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13.2.2 LQ-SIP and Clear-Com Eclipse matrix systems
LQ-SIP can be used to connect a telephone line to your matrix. This allows you to set up
communication between a telephone user and a panel user.

Note: When connecting LQ-SIP to Eclipse use either a Clear-Com E-IPA/IVC card or a Clear-Com
MVX card.

Keyset with Talk and Listen
key to HYB#1
/ (configured in EHX software)
/ Core Configuration Manager
dial x2005 (CCM):
from panel
e SIP port and
e IVC matrix port
together in a Direct Channel
A A A b B © Matrix-Data Enabled
' (’_ e Cambs x2003
: 2005
ARRAARAAR IVC_SIP#1
Matrix with IVC o
installed : !
I |
|
* |
\j
SIP phone
x2005_
-
————— [ ——————————p .
dial x2003 LQ device (4W or GPIO)
from phone B 4 x2003
\ !
\ 1
Y v
SIP server
13.2.3 Connecting matrix systems using LQ-SIP

LQ-SIP can be used to link matrix systems.

» Clear-Com
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Keyset with Talk and Listen

key to HYB#x —_ dia;‘a:ec‘)m
(configured in EHX

software)

Matrix with SIP
enabled IVC or
MVX card
installed

L (7] LQ device (4W or GPIO)
 Giear Com “

UMMMl Matrix with SIP
(U cnabled IVC or
MVX card

AdNAARAAA - installed

C b
vl
dil from /" Keyset with Talk and Listen

e key to HYB#x
(configured in EHX software)

13.3 Codecs -LQ SIP

LQ devices are compatible with the following codecs:
e G.711 p-law
e G.711 A-law

e G.722

» Clear-Com
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13.4 Program LQ-SIP Standalone

» Required extension numbers must be set up on the SIP server before you begin. Refer to
your SIP server documentation.

¢ Open the Core Configuration Manager (CCM): input the IP address of the LQ unit (found
in the device front panel screen) into the address field of a browser that is on the same
network as the LQ unit.

e For more detailed information on physically connecting devices, see Chapter 4. Basic set
up (LAN) in the LQ user manual.

 If you don’t have, or have not yet activated a license for SIP, you will not be able to
generate SIP ports in the Accounts page of the CCM.

e For device username and password see The CCM Password on page 24.

13.4.1 Set up: General outline

1. The LQ device must be connected to the same network as the SIP server. The LQ unit must
be able to see (contact) the SIP server. See your network administrator you have any
connectivity problems.

2. Connectthe external 4-wire, 2-wire Partyline or radio to a port on the back of the LQ unit.
3. Openthe CCM. Navigate to the Accounts page and register SIP client(s).

4. Navigate to the Assignments page in the CCM and put the SIP enabled port and the
external port together in the same Channel.

Putting the two interfaces together in a Channel connects and routes audio in a Partyline
(conference) setup.

Note: Each LQ-R unit supports up to 24 ports: 8 hardware ports, 8 SIP ports and 8 virtual ports. Virtual
Clients (Agent-IC or Station-IC) and I.V. Direct/IVC ports are considered 'virtual ' ports. Virtual
ports can be used in any combination up to 8 in total.

Page 111 (> Clear-Com’



User Guide | LQ Series 5.3

13.4.2 Demonstration: Program the CCM

1. Navigate to the Accounts page of the CCM and define the SIP server.

5% Overview | "= Device | & Roles | N7 Assignments

Any meaningful name

Clients SIP Servers

o=

A SIP1 SIP Server Settings 3. IP address of SIP server. Blue ﬁ'ﬂ
L T el e P check mark or [Enter] key when

5 SIP2 Label : done.

+ Registrar/Proxy IP/Hostname :

Registrar/Proxy Port :
Default setting: 5060
Domain :

Advanced
If not set, defaults to
SIP Transport Protocol : UDP/TCP RegEiEphaylEhioshiame

SIP Transport Port :

SIP Disconnect on server loss : Currently UDPonly

NAT Keep-Alive Format :

NAT Keep-Alive Interval (seconds) :

Note: You need to configure the Domain setting if your PBX is set up to work with more than one
domain. Configuring the domain in the CCM is recommended as the PBX may have only
one domain, but this can change. Please refer to your network and PBX administration if
you need advice on this.

Note: NAT Keep-Alive: Controls regular polling with the server to confirm our presence. Some
servers may consider the default polling method (UDP with 15 seconds interval) excessive
and shut off connection to the LQ device. RingCentral is one example where SIP OPTIONS
needs to be used. The Disabled setting would disable the polling completely which may not
shutdown calls properly if the client goes down unexpectedly.

Note: SIP Disconnect on server loss: If this is checked, calls will hang up automatically when
connection with the SIP server is lost. When this option isn’t selected, it is possible for calls
to continue even though the SIP server is down provided that there’s still a route between
the call participants.

2. Register SIP clients. Give the LQ unit the Username and Password of an extension
already set up in the SIP server. Assign this user extension to an LQ unit to register the
client with the LQ. Register up to 8 SIP clients on each LQ device.

» Clear-Com
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13 Overview | "= Device | &% Roles | 7 Assignments Accounts 'M‘: ur'l:ll'l'l Logout 0
Clients SIP Servers

A SIP1 SIP Server Settings

+ Label :

Registrar/Proxy IP/Hostname :
Registrar/Proxy Port :
Domain :

Advanced

SIP Transport Protocol : UDP/TCP
SIP Transport Port : (requires reboot to take effect)
SIP Disconnect on server loss :

NAT Keep-Alive Format

NAT Keep-Alive Interval (se s) 4. Blue
checkmark

Accounts

# Label Password LQ Assignment Status

2. User ID and Password exactly as set /’

. 3. Select LQ device from
up in the SIP server

the dropdown menu

Note: If the registration process times out the LQ will re-register. The unit renews registration
every 5 minutes.
Note: Some SIP providers require two levels of authorisation. In this case you will enter the

username and user authorization ID into the User field in the format:
userlD#userauthorizationID. (No spaces).

3. Successful registration is indicated. If registration is not successful, click the registration
indicator for information.
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4. Once registered to an LQ unit, SIP telephone lines are seen under the device icon in the left
side of the Assignments page.

5 Overview | "= Device Assighments| 45 Accounts

Devices ‘ All ‘

© Roles @ Hosinames Show All Connections &
¥ La-2w2

A | RST01 Channel1

B | 1-2W-PortB
Channel 2
Al x2003

Channel 3

The SIP client is
available on the LQ
unit. The green bar
indicates connection

Status . Channel 6

Channel 4

Channel 5

Channel 7

5. Goto the Assignments page of the CCM. Bring both the External port and the SIP port
together in a Channel.

= Overview | "5 Device aw Roles 4% Accounts

Selected Channel has
an orange outline.
Click to select.

o O Roles @ Hostnames Show All Connections ‘&
v LQ-2W2 .
A | Rs701 |in-use Cnannel1

B | 1-2W-PortB e ¢
& Rs701

& x2003

Devices ‘ All ‘

Channel 2

B1 |x.2003 |In—use 4—r ‘ ‘

Channel 3

Channel 4

Click '+' to put
port in selected
Channel

Channel 5

Channel 6

Channel 7

Channel 8

» Clear-Com

Page 114



User Guide | LQ Series 5.3

Audio sources are now connected in a Partyline (conference) setup. You can dial into
Channel 1 from an external phone and dial out from Channel 1 using the CCM.

13.4.3 Making and accepting calls: LQ SIP standalone

Note: The SIP enabled port MUST be put in a Channel before you can make and accept calls.

1. Acceptincoming calls:

a. If an external user (for example x.2005) dials into the LQ-SIP line then the LQ unit will
auto-answer and establish the call. Audio will then pass between all members of the
Channel associated with the SIP line.

b. The CCM will show the incoming caller number.
c. The CCM user can hang up the call by selecting the phone icon and hanging up.

2. Use the CCM to dial out:

13 Overview | 'S Devices SSignmEnisN 4% Accounts

Devices ‘ All ‘

o O Roles @ Hostnames Show All Connections ‘&
v LQ-R2W4-4W4

—

A | Rs701 channel1 o

‘ & Rs701

B 1-2W-FPort B

Channel2

C | 1-2w-PortC . ‘ ‘

1-2W-Port D ———————————————— = Channel3
1-4W-Port E
Channel 4

1-4W-Port F

1-4W-Port G Channel &

Click here to

1-4W-Port H +] make a call Channel 6

X 2003 o | In-use

Channel 7

Channel 8

a. Type in the dial-out window the phone number or address of the
telephoneline/extension you want to reach.

b. Once the call is established, audio will pass between all members of the Channel
associated with the SIP line.

c. The CCM will show the dialed phone number.

d. The CCM user can hang up the call by selecting the phone icon and hanging up.

Note: SIP calls can also be hung up (ended) from the LQ device front panel menu.

» Clear-Com
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You can define as many SIP clients as you need, but only 8 can be registered (connected to an
LQ device) at any one time.

SIP line connection status bars: green; connected, yellow; connecting, connections pending.

You will see a VOX light in the Assignments page. This lights green when audio is coming from
a port.

Program LQ-SIP and Clear-Com Eclipse

Connect a SIP telephone to your matrix.

When routing audio between LQ SIP and Eclipse, always use a Direct Channel in the LQ CCM
setup.

» The Eclipse matrix must have EHX version 9.1 or later installed

e Connect via an MVX card: connect the MV X card and the LQ unit directly using a Cat5/6
cable

e Connectvia an E-IPA/IVC card: LQ unit, Eclipse E-IPA, IVC card and SIP server must all
be connected to the same IP network

e The LQ unit must be connected to the same network as the SIP server. The LQ unit must
be able to see (contact) the SIP server, see your network administrator if you have any
connectivity problems.

Each LQ-R unit supports up to 24 ports: 8 hardware ports, 8 SIP ports and 8 virtual ports. Virtual
Clients (Agent-IC or Station-IC) and I.V. Direct/IVC ports are considered 'virtual ' ports. Virtual
ports can be used in any combination up to 8 in total.

Example setup:

General Outline

1. Inthe Eclipse Software, the matrix E-IPA/IVC port is setup as LQ SIP.

2. Create an E-IPA/IVC port in the LQ CCM to connect back to the Eclipse matrix E-IPA/IVC
card.

3. The LQ unitis setup as x. 2003 on the SIP server.
4. A SIP phone is setup as x. 2005 on the SIP server.

5. Inthe LQ CCM assign the LQ SIP port (x.2003) and the LQ I.V. Direct/IVC port into a Direct
Channel.

6. From the V-series panel select the HYB#1 key and dial '2005' (speed dial or keypad). The
E-IPA/IVC card will send the dialed digits to the LQ unit which will dial x. 2005. Once the call
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is established audio will pass from x. 2005 to the LQ to the E-IPA/IVC to the panel.

Keyset with Talk and Listen
key to HYB#1

/ (configured in EHX software)
Core Configuration Manager

/ dial x2005 (CCM):

from panel

s SIP port and
e IVC matrix port

together in a Direct Channel

O Matrix-Data Enabled

. & Ccambsx2003

2005

(-

RERRRRERE IVC_SIPH

Matrix with IVC
installed

SIP phone
x2005_

: LQ device
dial x2003
from phone LY 4 x2003

SIP server

» Clear-Com
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1.

Program Card and Ports.
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In the EHX software, navigate to Hardware>Cards and Ports.

1. Click to select
card, IVC or MVX

File Tools View Help

(»] System

Card Slot

Tech Pubs matrix

New Configuration
& Fetch Map from Matrix
&  Apply Changes to Matrix
Hardware
Cards and Ports
™ | IP Devices

GPOs

2. Click to select
LQ SIP port
function from

| GPis

Configure]

Panels dropdown list
Partylines

=T | Fixed Groups
Local Advanced
1 ks
Controls
T Sort Graups
* | Routes

G T

Al C irds and Ports

MVX-A16

Panels

Port Number Port Function Label

31017
32(18)
33019
34 20)
35021)
36(22)

37 (;

49 (25)

3.10 (26)
31127
3.1228)
31329
3.1430)
31531
3.16(32)
31733
31334

3.19(39)

Description

Lasip LO SIP#

LQ SIP Client

LQ SIP Client

Lasip ‘ Lo_sip=2

Lasip - LO siP#3

LQ SIP Client

faw 7/ | s

LQ SIP Client

v/ |

LQ SIP Client

v |Lasipzs

LQ SIP Client

\

3. Set User ID and Password.
Make a note of these for
configuration of LQ device.

4. Click Off Hook

Tally

DTMF Options
Basic Options

Voice Operated Switch Options
Global Options

IP Port Options

UserID
Password [

—_—
Connection M
Audio Codec [ g
Fast Key Assign Options

Telephone Options

Inhibit Panel
Callout L]

" Off Hook Tally

Disconnect by

Remote Hangup Ml

Only

Gain Options

Tally Options

b. Make a note of the User ID and Password for each port (exactly as in the EHX

software). You will need it to enable the connection between the LQ unit and the matrix

card.

Set preferences. Select the Off Hook Tally (click checkbox) under Telephone

Options if required.
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2. Program Panels.
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a. Inthe EHX software, navigate to Configuration>Panels.

1. Select panel

P - Cirds and Ports x
oystem 7 | > 1111 (Port 1, V-Series Desktop Rotary) - V-Series Desktop Rotary o - 31 31] < > PageMain -+ PageNames

L:Aud\o Wixer i@ [dentify Panel

Zoom - ’Prmt keys ~ | [ Save [EF Load QC\ear 53 Copy ({4 Paste OCIearPage

Tech Pubs matrix
New Configuration

& Fetch Map from Matrix
¥  Apply Changes to Matrix
v Hardware
Cards and Ports
" | IP Devices

4 GpPos

2. Click required

interface to select
Configuration |t

p | GPis

Panels
Partylines

=% Fixed Groups
Local Advanced

T| IF8s

Listen

Talk

3. Drag interface
to assign it to

Controls 1 _SIp#2 17: LO_SIP#1

1%: LQ_SIP#3

panel key

20: LO_SIP#4.

2R Sort Groups
22: 1Q _SIP#6
Routes
Speed Dials
Key Groups

W Logic Maestro » Controls

K Preferences » Spedial Entities

Diagnostics Chan ges to
Matrix

3: MVX SIP

Normally for a telephone conversation you will assign a Talk and Listen to the panel key.

b. Click Apply Changes to Matrix when done.

You can dial an external number using the panel keypad. For convenience, you can program a

speed dial. See Chapter 17, Configuring audio and conference routing in the EHX Software

User Guide for more information on setting up a speed dial.

Program the CCM

1. Register the LQ unit to the SIP server. To do this, follow steps 1 - 4 in Program LQ-SIP

Standalone on page 111.

2. Generate I.V. Direct/IVC ports in the CCM. Navigate to the Accounts page of the CCM and
define the Eclipe E-IPA/IVC matrix card. Give the LQ unit the IP address of the Eclipse IVC
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matrix card.

52 Overview N7 Assignments

AIC Users IV levices

3. IVC card IP address
i here. Press [Enter] key

Device Settings

or blue check mark to
sip Label submit
.

IP / Hostname - [IGEIREAS g n

IP Port Default: 6001

Ports Settings

# Label User ID Password LQ Assignment

3. How to find the Eclipse E-IPA/IVC card IP address in the EHX software.

File Tools View Help EclipseHX

Right click to see
card properties

IVC-32 Card Properties

T

P ——
IP Address: 10.50.17.7

VIV T 1.

Default gateway: 255.255.255.255

External IP Address: 10.5017.7
External TCP/UDP Port: SN0
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4. Generate E-IPA/IVC ports. Give the LQ unit the Username and Password already set up in
the EHX software. Assign port to an LQ unit to connect.

ST Assignments

Device Settings

Label

IP [ Hostname

IP Port 3.ChOOSE

Ports Settings

# Label

Any meaningful 2. User ID and
name password 4. Press [Enter] key or

exactly as in blue check mark to
EHX submit

5. When connection is successful you see a green connection light. If you see a yellow
triangle, click this for information.

6. Once assigned to an LQ unit, these ports are seen under the device icon on the left side of
the Assignments page.

% owevew | Soewe  SIP port and matrix port iy Clear-Com | © |
available.
Devices Green bar indicates
connection status

Show All Connections ‘&
A | 12WPortA Channel1

B | 1-2W-PortB
Channel 2

B1 | Matrix IVC #1

B1 ' x.2003 Channel 3
Channel 4
Channel 5

Channel 6

Channel 7

Channel 8

b Clear-Com'
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7. Bring both ports together in a Direct Channel to connect and route audio sources.

1. Click Directs ' )
tab —_ 2. Click "+'

4% Accounts

™ + O Roles @ Hostnames Show All Directs &
¥ LQ-2W2 —

A | 1-2W-PortA Direct 1 2

B 1-2W-Port B © Matrix-Data Enabled

B1 | Matix VG #1 [in-use ‘ @ | vatixive i This shows that
E ' ' you have matrix
81 | x.2003 Jinuse |\ control of the
SIP line

Orange highlight Aefl 010
shows that Channel is 3. Click "+' to put

currently selected. port into Direct
Channel

8. Once you have followed these steps you will be able to dial any external line that is available
to your SIP server. you can dial in to your intercom system from an outside telephone, and
dial out from your system using either a panel or the LQ CCM.

[.V. Direct/IVC ports are 'virtual' ports, in contrast to the physical ports on the LQ unit. You can
have up to 8 virtual ports assigned to an LQ unit. Virtual ports can be either E-IPA/IVC
connections or up to eight Virtual Clients (Agent-IC or Station-IC) connections.

VOX light (green). This indicates audio coming from a port.

If you are using an MV X port to connect to the LQ for dialing in/out via the LQ-SIP, place the LQ
4-wire port into a Direct Channel with the SIP line.

SIP and E-IPA/IVC/MVX connection status bars: green; connected, yellow; connecting,
connection pending.

SIP calls can also be ended either from the CCM or the LQ device front panel menu.

For how to use SIP calls on a panel see How to Use SIP Calls on page 122.

How to Use SIP Calls

When a SIP call comes into a Channel (SIP-enabled ports must be placed in a Channel before
they can be used) the LQ device answers the call automatically. How the call is monitored and
responded to depends on which device you are working from how the client device is
configured.
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13.6.1 How to establish and end calls using the LQ unit Core Configuration
Manager (CCM)
SIP calls can be managed from the Assignments page of the CCM. You can:
e Dial out
e View numbers
e Endcalls.
1. Incoming calls:

a. If an external user (for example x.2005) dials into the LQ-SIP line then the LQ unit will
auto-answer and establish the call. Audio will then pass between all members of the
Channel associated with the SIP line.

b. The CCM will show the incoming caller number.

c. The CCM user can hang up the call by selecting the phone icon and hanging up.

8 Overvig IHang up Ica” 4% Accounts
Devices ‘ Directs
v LQ Wi i ® Hostnames
A | tawporta | in-use
] 1-4W-Port B B Matrix-Data Enabled
A1 [ vesiPag ® |inuse ‘ @ | tawporta
2001 e
’ | 2002 % | Inuse 2LIZ
7 2005 ]
3000 zHUi?g up
4000
2003
2004
2. Use the CCM to dial out:
iy ®
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15 Overview signments 4 Accounts

Click here for dial _ _
Devices out screen ‘ Directs

+ O Roles @ inames Show All Directs &
v LQ 4wW#1 =

A | 14wPortA | In-use Direct 1 2

B 1-4W-Port B © Matrix-Data Enabled

( | Direct 2
I e z
A1 | vcsipag @ in-use ‘ @ | rawpota

2001 r ] Direct 3 0
e — LI

2 | 2002 e | In-use gl ‘
3000 r

.

4000 e

2003 %3 | In-use

AB | 2004 L&

-

a. Typeinthe dial-out window the phone number or address of the telephoneline/extension
you want to reach.

b. Once the call is established, audio will pass between all members of the Channel
associated with the SIP line.

c. The CCM will show the dialed phone number.

d. The CCM user can hang up the call by selecting the phone icon and hanging up.

Control calls from the LQ unit front menu screen

SIP calls can be ended (hung up) from the device front menu screens.

Using SIP lines with a panel (Eclipse and LQ-SIP)

SIP enabled ports are programed in the EHX software. Of importance are Line Release and
Off-Hook Tally options. Setting these options will control how telephone calls behave in your
Eclipse system. The Off-Hook Tally is set to ON by default when you declare and LQ SIP
interface in the EHX software.

If the Off-Hook Tally is set to On, an incoming call configured to a panel will flash on the
interface key. Use the panel keyset to monitor and talk back to the calling party. An incoming
call can be ended by the caller (or from the CCM and device front screen menu). If the Line
Release option is setin EHX then the call can also be released by the panel.
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Line Release option (MVX card):

File Tools View Help

Hardware Hel,
(v} System = £
Card Slot

Port Number Port Function Label Description * Basic Options.

. |
Tech Pubs matrix : MVX-AL6 7]

New Configuration 11(1) V Desktop Rotary vl 1111 V/-Series Desktop Rotary o
 Panel Options

&1 Retrieve Map from Matrix 2 f 12(2) V 2RU Lever (24 Keys) v 212 V-Series 2RU Lever - 24 K
Reply Tally Auto

Apply Map to Matrix 1203) Lasip | [Mxsie LQ SIP Client @t | 1058073

Hardware ? 14 (4) Empty - Display Brightness

Empty v Display Dim Timer RN

4 P | Dual Reply Keys Il
. Fane Tt |

(o] pti ons Expansion Panels [N

1.8(8) Empty v EELECA Tl Dynamic Unbalang

Cards and Ports : 15(3)

IP Devices 16 (6) Empty -

GPOs 17 Empty -

GPls

2. Select

Configuration MVX ca rd
Panels

19(9) Empty v Headset PTT

Fumetion No Function

110 (10) Empty - Headset LS Cut

111 (1) Empty B Latchable Reply
Key

Listen Again Auto
Delete

Partylines L
112 (12) Empty v
Fixed Groups 4 Minutes

113(13) Empty v

1. Cards and Ports 1.14 (14)

115 (15) Empty -

LS Cut Button
Empty ¥ Operation

Mute Relay

Nearby Panel
s Partial

Default

Controls

1.16 (16) Empty

Sort Groups
Page Override

Allowed

Routes

Speed Dials 3. Select
Key Groups port

Page Gai

Gooseneck Mic
Type
Panel Text

5 . L| ne Orientation

Release Line Release
Enhanced Tallies

Electret

Logic Horizontal

Preferences

Diagnostics

Screen Sl 10 Minutes
Timer

-

Off-Hook Tally (E-IPA/IVC card):

File Toocls View Help

Hardware Help Panels
Card Slot

Tech Pubs matrix P Port Number Port Function Label Description > DTMF Cptions

5 2.1(17) Lasip IVC_SIP#1 LQ SIP Client
New Configuration —
Retrieve Map from Matrix 2 ty 3.2(18) Lasip IVC_SIP22 LQ SIP client
> Voice Operated Switch Options
Apply Map to Matrix 33 (19) Lasip siP3 LQ SIP Client

Hardware 3.4(20) Lasip SiP4 LQ SIP Client * Global Options

Cards and Ports t 3.5(21) Lasip SIP 5 LQ SIP Client IP Port Options

IP Devices 2.6 (22) La s SIP6 LO SIP Client
Fast Key Assign Options.
GPOs 37(23) Empty

GPIs 28 (24) Empty Ml ~ Telephone Options

2. Select 4, Telephone Inhibit Panel

. 2.9 (25) Empty
Configuration IVC ca rd O ptl ons Callout
2.10 (26) Empty Cif Hook Tally

. 2117 Empty Disconnect by
Partylines Remote Hangup
3.12 (28] E Only
Focd Groups = 5. Off-Hook
213 (29] Empty Tal |y

1. Cards and Ports S S0 > Tally Options
3.15 (31 Empty

Controis
> Attached Control Options
Sort Groups

Panels

» Gain Options

3. Select - gl @r T

Routes

Speed Dials v port
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Making outgoing SIP calls from the panel

The following methods are possible:
» Speed dials
* Prepared dialing

Speed dials

Speed dials can be set up in the EHX software to work with a specific interface and number. A
speed dial is created and attached to a control in the EHX software, the control is put on a key
and then this key is put on a panel. To use a speed dial once it is configured, latch the interface
key and press the speed dial key (in any order).

When configuring a speed dial, the interface and the control (the number to dial) can be stacked
on the same key to reduce the number of keys used to dial a set number. See Speed Dial and
Stacked Key in the EHX User Guide.

Prepared dialing

When using prepared dialing, the number is dialed first (use the panel keypad or dial menu) and
the interface (panel key) is selected second. This method of dialing is more flexible when it
comes to possible numbers to dial and the dial route.

Note: Piecemeal dialing is only supported on the Tel-14 telephony interface.
13.7 SIP and the Internet
13.7.1 Generic SIP ports
e Port 5060 (UDP or TCP) for SIP
e Port4000-32767 (UDP) (send & receive) for RTP/RTCP communications (2 ports per
call)
LQ 4.0 and above will only use ports 4000 - 4015 locally but will still be able to connect to any
other RTP/RTCP ports.
Secure SIP and TCP is not supported..
13.7.2 Network Address Translation (NAT) and Firewall
NAT and many firewalls “hide” private networks behind a public IP address. This normally
means that SIP calls can be initiated from a private network to the Internet but not the other way
around. Also, firewalls commonly deny access to port numbers associated with Voice Over IP
(VolP) applications.
Py 0
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This aspect of SIP can be handled by technologies designed to traverse firewalls such as

STUN, TURN and ICE. Some VolIP service providers use proprietary server side solutions that
do not require STUN/TURN/ICE servers.

13.7.3 Using SIP with LQ
When using SIP with LQ Series units, you need an IP - Private Branch Exchange (IP - PBX) to
act as a SIP server. This PBX can be a physical unit, or you can use a cloud-based IP-PBX
service.
Note: LQ SIP does not currently work with STUN/TURN/ICE.
Telecoms
network
Customer Open ports in firewall to
PBX allow VoIP traffic
Cloud-based
VolIP Provider, Telecoms
for example: network
OnSIP
Open ports in firewall to
allow VeIP traffic
13.7.4 Hardware and cloud based PBXs
LQ has been extensively tested with a number of hardware and cloud-based PBXs, including:
e Grand Stream - a small budget hardware PBX
e Cisco PBX-alarger hardware PBX
e Mitel PBX - a larger hardware PBX
e ONSIP - a US cloud-based PBX (www.onsip.com)
e YAY - a European cloud-based PBX (www.yay.com)
Configuring a cloud-based PBX in the CCM
If a hardware PBX is not available, both ONSIP and YAY offer low cost monthly subscription
that will provide lines that can be assigned to LQ devices.
dh ®
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Agent-IC SIP Servers

A CambsPBX

B ONSIP

+

av Roles

ST Assignments ACC

SIP Server Settings

Registrar/Prox
Registrar/Proxy Port :
Domain :

Advanced

SIP Transport Protocol - UDP/TCP

Accounts

# Label Password

User and Password as defined by the ONSIP account.

" overview | S Device

Agent-IC SIP Servers

A CambsPBX

E ONSIP

&% Roles

ST Assignments

SIP Server Settings

Label :

Registrar/Proxy IP/Hostname :
Registrar/Proxy Port :

Domain :

Advanced

SIP Transport Protocol : UDP/TCP

Accounts

# Label Password

User and Password as defined by the YAY account.

For more information, see:

User Guide | LQ Series 5.3

LQ Assignment Status

| Clear-Com | © |

LQ Assignment Status

How do | link an LQ device to a Public Branch Exchange (PBX) in the Troubleshooting section

of this manual.
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13.8 SIP Server Connection Loss

On occasion you might lose connection between an LQ device and your SIP server.

The LQ software is designed to maintain a call in this event but occasionally you can experience
haphazard call behavior. In this case you can chose to disconnect the call if the connection to
the server is lost.

If connection to the SIP server is lost, you will see the SIP port status bar change from green to
yellow (connection lost or pending) in the Assignments page.

13.8.1 How to set a call to disconnect on server loss

In the CCM navigate to Accounts>SIP>SIP server and click to check the SIP Disconnect on
server loss check box.

When this box is checked, any active call will be disconnected on loss of server connection of
230 seconds.

=5 Apps ﬂ.‘_l Clearcom Sharzpoi.. @ iPlayer Radio m Likes [H4 SPrEinfo @ Full article MPs wei... » Cther bookmarks
- ' = - = R
28 Overview = Device &l Roles ST Assignments O : ||ﬂ'I mmm o I

SIP Servers

SIP Server Seftings

Label :

RegistrarProxy IP/MHostname :
Registrar/Proxy Port : Cl iC k tO ena bl e

Domain :

Advanced

SIP Transport Protocel : UDPITCP
SIP Transport Port : #requires reboot to take effect)

SIP Disconnect on server loss - B

Accounts

# Label Password LG Assignment
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14 LQ to HelixNet Connectivity

LQ 4.0 and above.

HelixNet 4.0 and above.

Linking one ore more LQ units to a HelixNet Main Station (HMS) in a Link-Group is a way of
greatly increasing the number of I/O interfaces available in your HelixNet intercom system.

The HelixNet Main Station must be the Link Master in any Link-Group. A HelixNet device cannot
be a Link Member.

Linking HelixNet and LQ also brings virtual client, SIP and Eclipse (l.V. Direct/IVC) connectivity
into your HelixNet system.

14 1 HelixNet/LQ Link-Group

Once an LQ unitis linked to an HMS in a Link-Group, all ports on the LQ unit are visible in the
CCM and available to be placed in a HelixNet Channel. Once a port is in a Channel, audio from
that port can be routed anywhere within the system.

b Clear-Com
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Note:

LQ device

maximum of 6 devices in total).

Group:

23 Overview | S Device

s @ Port Types
¥ HMS-4X_761502 =
1A | 4w Slot 1 Port A

1B | 4w Siot1PortB

B | 22W-PortB

A | Rs701

Al siP#

User Guide | LQ Series 5.3

HelixNet Main
Station

it N N N

Tea e e a P ) )\ -

S Dpevice ST Assignments | & Accounts

Devices.

> IvC-32 Ports

> SIP Accounts HelixNet and LQ
devices linked

> HelixNet

Core Configuration Manager (CCM): Overview page

45 Accounts

® Hostnames Show All Channels &

Channel1 5

Local Config Channel2

Local Config

Channel 3
Local Config

Channel 4

Channel 5
These ports are now

available to your
HelixNet system

Channel 6
Channel 7
Channel 8

CCM: Assignments page

Connecting an HMS and an LQ unit also brings the possibility of virtual client, SIP and I.V.
Direct/IVC connectivity into your HelixNet intercom system (according to license for virtual
clients and SIP).

A HelixNet/LQ Link-Group supports up to 3 linked Main Stations and up to 3 linked LQ units (to a

The HMS must always be the Link-Master in a HelixNet/LQ Link-Group.

The following limitations are imposed when LQ devices are linked to a HelixNet Link-

No creation or use of Direct Connections

* No interconnection of Clear-Com panels over 4-wire
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14.3
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* No SIP hangup capability through the HMS Front panel
¢ No Internet connection between LQ units.

If you upgrade your HelixNet system when you have a Link-Group set up, the linking status will
be reset and you will need to re-establish the Link-Group.

Connecting HelixNet and LQ with analog connection

Interconnecting HelixNet and LQ equipment using either 4-wire or 2-wire interfaces is possible
and only serves as a means of transporting one channel of audio along with call signalization
per connection.

Interconnect between a HelixNet Main Station
and an LQ using either 4-wire or 2-wire partyline.

Local LQ unit | Local HelixNet Mainstation

Ve da e Pda =P

-»
- .
w

]
HMS and LQ are not in a Link-
Group and must be configured
separately

Remote LQ unit

For more information, see:

Programming a HelixNet LQ Link-Group on page 132

Programming a HelixNet LQ Link-Group

» The HelixNet Main Station that has been designated as the Link-Master must be
reachable on an IP network by all other Link-Memebers.

The HLI-ET2 module must be fitted to the HelixNet Main Station for IP connectivity.

e To access the Core configuration manager (CCM), input the IP address of each device
into the address field of a browser.

e Once LQ and HelixNet devices have been joined to a Link-Group, they can be monitored
and configured from any device within that group.

e An LQ/HelixNet Link-Group supports up to three linked HelixNet Main Stations and up to
three linked LQ units (a maximum of 6 devices in total).
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% Overview | 3 Device L3 ! HelixNet Mainstation: Link-Master #1

- .
: *Sa e PFfa Pfa P>
Empty HLI-ET2 Ethernet module
HBP2 All devices in Link-
A Gi
e 1

nels Show Single Channel 1%

~ HMS-4X_761502

roup connected to
network with Cat5/6
cable
LQ #2:
Link-Member «——
wa

U QR #3:

]
L]
e
L]
L]
L]
L]
]

:
B "B
e

.
E t
.
;

All these ports are Link-Member
now available to
Helixnet ® ( Y Y Y
|- .00 00 @8 ©8 @8]
° : Law ﬁgﬂ et :
L]
HelixNet/LQ Link-Group Core Configuration Manager (CCM) Audio can be routed to/from

any port on any device
within the Link-Group

Find details of the CCM username and password here: The CCM Password on page 24

14.3.1 General outline: create a HelixNet/LQ Link-Group

1. Access the CCM of the HMS. Make sure the device Link-Group Role is set to Link-Master.
Default setting: Disabled.

2. Access the CCM of the LQ unit. Make sure the device Link-Group Role is set to Link-
Member. Default setting: Link-Master.

3. Give the LQ Link-Member device the IP address of the HelixNet Link Master. Repeat this
step for each device to be linked to the Link-Master.

4. Once you have linked the members to the master, all devices in the Link-Group will be
visible in the Overview page of the CCM.

5. Navigate to the Assignments page of any device in the Link-Group to view and configure
available ports.

14.3.2 Demonstration: create a HelixNet/LQ Link-Group

1. a. Ensure the HelixNet device is set to Link-Master in the CCM of the Main Station.
Navigate to Device > Linking > Link-Group Role.
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1% Overview Device & Roles ST Assignments 4 Accounts |\|*; m—m‘“ 0

Linking

Link-Group Optimization : LAN/WAN Routed N

. S Click to set Link-
e Ne- " Group Role to
Link-Master

Linking

&

Note:
Orange

__ highlight The default Link-Group Role of an HMS is Disabled.
indicates host

device The Host device is the device CCM your browser is
currently pointing to.

2. a. SetLink-Group Role of LQ unit to Link-Member. Navigate to Device > Linking > Link-
Group Role.

b. InputLink-Master IP address.

=5 Overview Device - Roles ~F Assignments 4 Accounts 1. Click to set to IH*; m-m 0 |
Link-Member

Linking

1
10.50.16.33 Link-Group Role Link-Member
Ea y

Configuration for Roles, Assignments/Channels and I . k -
General Network __ Accounts will be replaced by the configuration of the 2 - C IC tO n p Ut IP

Q ‘_I_i A' new Link-Master. address of
HelixNet Link-

Master. Blue check
mark or [enter]
key to submit

Link-Master IP address :
Linking Ports

CO : Link-Group Member IDs :
(a0 IAC INCORCAC
i Slot#2 was automatically selected for this Device.
" 4. Apply
f:;:ﬁt :]r; ?::_?;::USFI:_}‘ for registration of this Device Ch a |:I g e-s tO ||n k
evices
3. Link-Member
slotis
automatically
selected

» Clear-Com
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c. Foreach device to be added to the Link-Group, input the device IP into the browser’s
address field to access the CCM, designate the device as Link-Member and give it the
Link-Master IP address (this links the device to the group).

d. Linked devices can be seen in the Overview page.

IS pevice ST Assignments 4 Accounts

Devices

3

LO-2w2 : LO-R2W4-4W4

10.50.16.38
B § e
o =

Link-Members are
displayed in their
assigned positions
within the Link Group

Click on the cog
icon for device
configuration

? HelixNet

Expand sections to view status
and state information about
S each component type

> AgentdicC

e. Navigate to the Assignments page to create, configure and view how audio is routed
throughout the system. All ports on the LQ units will now be visible and available for

» Clear-Com
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assignment into one or more channels.

12 Overview | "= Device | & Roles 5 4% Accounts

Ports ‘ Channel: ‘

Group By: O Roles @ Hostnames Show All Channels ‘&
© Devices @ Port Types

~ hisox 7otz

1A | 4w Siot 1 Port A Local Config Channel 2

1B | 4w Slot 1 Port B Local Config
Channel 3
Local Config
v LQ-2w2

Channel 4
B 2-2W-Port B

2 A Channel 5

Al sIPH
Channel 6

I

v LQ-R2W4-4W4

8 (32wl Channel 7

c 3-2W-Port C
These LQ ports are now

F-2W-Port D . =
available to HelixNet

3-4W-Port E

ARLIRELLE Channel 10

3-4W-Port G

Channel 11
3-4W-Port H

P00 000CCO

RS-7T01 Channel 12

Click to add port to selected Channel
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Virtual Clients and LQ

Use Agent-IC (version 2.0 or later) or Station-IC(version 4.2 or later) to connect a user to your

intercom system. The virtual clients (up to 24) connect directly to an LQ unit. Once connected to
LQ, the virtual client is also available to the HelixNet system or any other ports on the LQ device.

15.1 Virtual Client Profiles
The virtual client device (phone, tablet or PC) connects to one of two possible a host systems
using a profile. Connect to either:
e AnLQunitor
e An Eclipse matrix.
Each mobile/virtual client allows two user accounts per host system: EHX1 and EHX2, LQ1 and
LQ2.
Profile credentials are set up in the host system before use.
When you connect with a profile for the first time you need to input your user credentials (User
ID and Password) in Settings. You also need the IP address of the host unit you want to
connect to.
||hl||' Clear-Com’ Chose Profile
fromdropdown
N list
Agent-IC’
e Cannected Anywhere
c?S?TEﬁ?‘< Profile details ]
15.2 Virtual Client Roles
The virtual clients use Roles. A Role is a logical setup that a client (end) device selects from a
set of pre-defined configurations. Roles are used to control setup and reduce installation time.
Each Role can be given a name or label that corresponds to a common user workflow, for
example; Director, Sound, A1. The Role or Roles are defined in the Roles page of the Core
Configuration Manager (CCM).
The Role associated with a User ID can be seen in Settings.
||| o
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+  Settings

L Address

L Pont

Metwork Quality
Sikenc Suppression from LG

ond

Ringtone for netification

Enable vibeation for notfication

When using virtual clients, the Role can be fixed for fast and easy deployment of the
mobile/virtual client. When a Role is fixed, it is allocated in the CCM and another Role cannot be
selected from the mobile client. This is known as an 'LQ managed' Role.

To allow the virtual client user to select from a choice of Roles, the Role setting in the CCM is
set to None.

When Role is set to None

ool the mobile client user can
Ta choose a Role from the
mobile phone (or tablet)

25 Overview

# Label User ID Password L%gult Role LQ Assignment

.

- o oo S

+

15.3 Virtual Client Default Role
The virtual clients arrive with a default Role that you can use 'as is' or edit to suit your particular
requirements. The default Role for Virtual Clients has 6 Channels. Keyset configuration is the
same for each Channel when using the default Role; the keys all operate in the same way.
I"'" °
Page 138 '”",','lr clear'com



User Guide | LQ Series 5.3

$ N 7 gl 25%4 15:58
| L= 4

_ Channel 1 Click here to Talk
' to Channel 1
Click here to ]/ _
call C]f-\annel el 2
) " C Click here to
Each Channel is 200 adjust volume and
set to 'latched a Channel 3 turn Listen off
Listen'. . :
Listen is on s
unless it is turned )
ST ~ Channel 4 Agent-IC unedited default
{ ) Role configuration

000

Roles can be changed
Channel 5

(edited) in the host unit
configuration software
(the CCM)

15.4 Change the Virtual Client Default Role Configuration

Role configuration is changed in the Roles page of the Core Configuration Manager (CCM).

To change ST Assignments 4% Accounts \Hﬁ; uea'-cu’" e I
Channel R
assignment, click AIC Default BN CLONE G RESET Add, delete and
here

scroll through
This role is not in use.

Channels

Select Al Deselect All

1 2 3

‘ AIC Default | Channel1 || Channel2 || Channel3 || Channel4 ‘
5 6
B Cameras
Channel 5 ‘ Channel 6 ‘
B Marketing

Key Assignment :

Primary Left Key :

Click here to
change key
behavior

Primary Right Key :
Secondary Le Y 2

Secondary Right Key :
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Click required Channel.
To remove assignment, Keyset: #1
click again.

Sexct item to assign to Keyset: #1

\ Channels
=ai=a

For more information, see:
Program Virtual Client to LQ Connectivity on page 140

More information on how to use virtual clients can be found in the embedded help.

i Clear-Com

Agent-IC

Connected Anywhere

Q@

Cannect as test
( 48)

| © 2016, Clear-Com, LLC. AN rights reserved.

15.5 Program Virtual Client to LQ Connectivity

This example uses Agent-IC but the same rules and principles apply to Station-IC. From the
CCM, use the following steps:

» Clear-Com
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1. Setup Agent-IC users in the Accounts page of the CCM. Navigate to the Accounts page.

2. Create user account# 1.

% Overview | S Devices | & Roles | 7 Assignments Accolints I”ﬁ; Clear-Com ‘ (7]

AIC Users Agent-IC Users Accounts page

Agent-IC Users List

# Label UserID Password Default Role LQ Assignment Status

Click '+' to create user
account (Profile)

Select AIC Users

3. Create user account #2.
25 Overview IS pevices & Roles N7 Assignments Account: S 'm; m—m 6

AIC Users Agent-C Users Assign this user
il Profile to an LQ unit

Agent-IC Users List

# Label User ID Password Default Role S Status

I ~ 1 -

Any meaningful | Enter User ID and | Select Role for | Click blue check
label Password this user mark to submit

Your Agent-IC user profiles are now setup and the client device can chose a Profile and connect
to the system.

1551 Connect the Virtual Client to LQ

1. From your phone, tablet or PC, select a virtual client user profile from the 4 available. In this
case you need to select an LQ profile, as LQ is the host device.

2. Click the Settings button.

» Clear-Com
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3. Enterlogin credentials (User ID and Password).

POEHG e Nl W 1233

/ii» Clear-Com
fromdropdown

Chose Profile
list

Agent-IC

Connected Anywhere

Connect as test " .
Q501840 <[ Profile details ]

© 2016, ClearCom, LLC. AN rights reserved.

4. Enterthe LQ IP address.

5. Press the round Start button to connect.

For more information, see:

How to Access the Core Configuration Manager (CCM) on page 24

15.6

Virtual Clients - Priority Channels

Priority channels are available for Agent-IC and Station-IC.

Priority channels allow a virtual client user to dim/duck certain channels while a higher priority
channel is talking. Channel priority is indicated by purple bars on the keyset. To change priority
level (if configured to be user-adjustable), press the center of the keyset (long press).

Highest priority: 3

Channel 1 purple bars

!

High priority: 2

Channel 2 purple bars

i

Medium Priority: 1

Channel 3 purple bar

j

-«

Low priority or Not Set:
0 purple bars

Channel 4

<

Channel 5

«
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4 priority levels; Low, Medium, High, Highest

Adjust and set channel priorities on the virtual client or from the LQ

Lock the priority level for channels (the virtual client user cannot change priorities)
» Priorities are set on a per channel (keyset) basis
o Default setting is Not Set

To lock channel priorities from the LQ CCM you must:

1. Setthe channel priorities on the role

2. Assign a default (fixed) role to the virtual client account

When the virtual client user next signs into their account, the priorities on channels are locked
according the LQ configuration.

15.6.1 How to set priority channels
These instructions assume that you already have your virtual client accounts set up.
1. Inthe CCM, navigate to Roles.
2. Selectthe required role.
3. Select the channel. Select Priority: level.

4. Repeat for each channel you wish to set a priority level for.

1 Overview | "= Device Roles ST Assignmenis | 4% Accounts

Sort by :

®ID O Name This role is not in use.

v Virtual Client L

Select All Deselect All 1 2

- - Channel 1 Channel 2 Channel 3 Channel 4
W VC Default
5 6 7

¥ Lighting Channel 5 || Channel6 || Channel 7 . ..
Select required priority
B Studio
Key Assignment © | eVEl
W Test Priority : g

Primary Left Key :
Primary Right Key :
Secondary Left Key :

Secondary Right Key :

» Clear-Com
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If you want to lock priority levels (the virtual client user cannot change priorities) you must
assign a Default Role to the client account.

1. Navigate to Accounts.
2. Select the account that will use this role.

3. Select Default Role and click the blue check mark.

18 Overview = pevice ST Assignments

Clients Virtual Client Users

Virtual Client Users List

L User ID Password Default Role LQ Assignment Status

3 - EZE O
- I T .

T
Select a default role for Blue check mark to
this user confirm

If you do not fix a default role to an account the virtual client user that takes this role will receive
the CCM priorities on connection but will be able to change priority levels at will. See below for

details.

15.6.2 LQ or client side control of priority channels?

The virtual client user sets
priorities. In this case, the user's
priorities persist on the role. If the
role is changed, the user loses
their priority settings.

CCM settings take
precedence. Priority settings
are locked on the virtual
client.

Default Role (fixed)

CCM settings are applied on
Defaultrole is notsetin  connection. The virtual client
the LQ CCM, the virtual user can change priorities as
client user selects arole they choose. If they log out
on login and log in again, the CCM

settings are reapplied.
N J

User chosen priorities persist
across role changes and system
disconnects.
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15.6.3 Attenuation (ducking/dim level)
The dim level applied when a talker talks is relational. For example, when a talker talks on a
channel with priority highest, audio on a channel with priority low is ducked by 40 dB.
-10dB -20dB -40 dB
High -20dB -10dB -10dB
15.7 Connecting a Virtual Client to LQ Over a Firewall
Virtual client traffic must be able to reach the LQ behind the firewall. Port forwarding rules must
be created in your firewall and the LQ device must be given the external facing IP address and
port. The LQ uses port 6001 (TCP/UDP) for virtual client traffic.
This example uses an Agent-IC mobile client but the same rules apply to Station-IC.
Example port-forwarding rules Agent-IC to
LQ
l R E— @ La . ":‘
External IP : 22.192.175.132 forwarded to IP: 192.166.1.50
Port: 6300 (TCP/UDP) Port: 6001
1. Create a port forwarding rule within the firewall that forwards all Agent-IC TCP/UDP traffic to
[ Example ]
Fanvice Name LO-Agent-IC
samvice Tyoe TCPADP *
External Starting Par 6300 [1-65535)
Extemal Ending Part 6300  [1-6553%)
Tl Uze the same port range for Intemal port
Intemal Staring Pon 5001 khﬁ&ﬂ&j
Irternal Ending Paort 001
Intemal |P adiress [132 |[1es [t 50
the LQ behind the firewall.
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2. Openthe CCM (the browser-based management interface hosted by the LQ). Navigate to
Device>Network.

3. Inthe External Connectivity section, enter the external IP address and port as configured
in your router/firewall.

Example

<7 Assignments | #3 Accounts

Network

E_ LAN [ WAN Connectivity

Gencral

o

Lim&ingp Parls

Ff <&

External Comnmedtivity

¥lermal IH e ss

External Port

4. Inthe CCM, create a Virtual Clients (Agent-IC or Station-IC) user account. Navigate to
Accounts>Virtual Clients>and create new account.

5. Open the Virtual Clients (Agent-IC or Station-IC) client application on your device. Navigate
to Settings and enter the following connection information:

a. Username (as entered in Step 4 above)

b. Password (as entered in Step 4 above)

Page 146 '”

» Clear-Com



Note:

User Guide | LQ Series 5.3

c. LQ Server (the firewall external address as entered in Step 3 above: in this example
22.192.175.132)

d. LQ port (your external facing port as configured in Step 3: in this example 6300).

Your Virtual Clients (Agent-IC or Station-IC) should now have connectivity to the LQ host
from inside and outside the facility.

Using HTTPs

If you are using HTTPs, it is advisable to recreate the security certificate after Step 3. To do this,
in the CCM navigate to Device>Network>Security and click the yellow Regenerate button
(LQ 4.0 and above).

25 Overview evice ST Assignments | &% Accounts

External Connectivity

Extel

¥ Security
Force HTTPS &
Default Certificate

The default certificate is used by Agent-IC, when linking other LQs and for CCM traffic. Any other certificate loaded
onto this unit will only be utilized by the CCM.

Device>Network>Security>
Regenerate

Date © Jun 20 2027 --— 2918 day(s) left.

If you are using LQ 4.0 and above you must reboot the device and re-enter the IP address to
force the certificate to renew.
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Licensing

For information see the LQ Licensing Guide, available from the Clear-Com Knowledge Center
(LQ Series).

When creating SIP or virtual client accounts in LQ, you must first buy a license from your Clear-
Com representative. Three license types are available:

* VIRTUAL-IC-LQ. This is a single Agent-IC or Station-IC client license.

e VIRTUAL-IC8-LQ. This is a bundle of 8 Agent-IC or Station-IC licenses. The bundle must
be assigned to one LQ device, it cannot be broken down into individual licenses.

e SIP8-LQ. This is a bundle of 8 SIP client licenses. The bundle must be assigned to one
LQ device, it cannot be broken down into individual licenses.

Agent-IC-LQ and Agent-IC8-LQ Licenses have been discontinued and replaced with the
Virtual-IC-LQ and Virtual-IC8-LQ.
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Application Specific LQ Interface Settings

the following guidelines:

When connecting LQ units to other Clear-Com products and third party intercom systems, use

LQ-4W2LQ-
HelixNet HLI-4W2 R4W8LQ-R2W4-  To panel Yes No
4W4
HelixNet HLI-2W2(Note: LQ-2W2LQ-
thi tion is not R2W4LQ-R2W4-
is connection |.s no Q N/A Yes No
preferred for optimum 4W4LQ-R2W4-
audio quality) 4WG4
LQ-4W2LQ- To matrix
MVX-A16/Eclipse PiCo  R4W8LQ-R2W4- (Identified as a Yes Yes
4W4 CCl-22)
E-IPA/IVC-32 IP LQ-2W2LQ-
card/Clear-Com matrix =~ R2W4LQ-R2W4-
) Yes Yes
or Arcadia Central 4W4LQ-R2W4-
Station 4WG4
. . LQ-4W2LQ-
Other matrices (third Depends on
arty) R4W8LQ-R2W4- o No No
party 4W4 party p
LQ-2W2LQ-
Encore MS-702/4 RZWALQ-R2WA- o Yes No
4W4LQ-R2W4-
4WG4
LQ-2W2LQ-
Encore RS Beltpack R2W4LQ-R2W4-
N/A Yes No
1/2/3 4W4LQ-R2W4-
4WG4
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Yes, but does

LQ-2W2LQ- not pass call
A | Si nr;lin tod- No
s AW4LQ-R2W4- Wﬁea j’io
AWG4 b
routes.
LQ-4W2 LQ-
HME DX210/DX410 NCECHRAN S | o it Yes No
4W4 LQ- >
2W2*LQ-R2W4*
LQ-4W2LQ-
FreeSpeak/FreeSpeak I R4W8LQ-R2W4-
To panel Yes** No
Base 4W4 LQ-2W2*LQ-
R2wW4*
V-Series panel i-Series LQ-aW2LQ-
2 R4W8LQ-R2W4-  To panel Yes Yes
panel
4W4
2-way radio or 4-wire LQ-4WG2LQ- Yes (call
device with relay R2W4-4WG4LQ- N/A signal can fire  No

activation

R4WG8

relay)

*This connection is not preferred for optimum audio quality. LQ-4W2 is recommended.

** On a FreeSpeak Base station, only ports 3 and 4 pass call signaling.

171 Connecting 2-wire Equipment
When connecting 2-wire equipment the following functions should be taken into consideration:
e Auto-null
Every time equipment is changed on a 2-wire port you should auto-null.
Py o
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These functions can be found in the 2-wire port settings page of the CCM. Navigate to Device >

Ports on any unitin the Link-Group.

Example:

22 Overview =vice

[ 2w | aw |

General Netwaork

T &

&

Iy
LQ-RZW4-4wW4 E

&% Roles ST Assignments

Audio Ports

2-Wire
1-2W-Port A

W 1-2W-Port B

W 1-4W-PortH

Navigate to
Device/Ports

702/4
AN

Encore RS beltpack 701/2/3

Encore MS-702/4Encore PK-7Encore PS-

&% Accounts

Interface Settings

Power :

Mode :

+ Port Settings

Label :
Multi Channel Support :
Input Gain :

Output Gain :

VOX Mode :
VOX Off Delay :
VOX Threshold :

VOX Action Triggers

2-Wire

Termination :

Auto-Nulling :

Power: Enabled Termination: Enabled Auto-
nulling: Start auto-nulling

Start Nulling

Power: Disabled Termination: DisabledAuto-
nulling: Start auto-nulling

Enable/Disable

partyline
power

Status @

Status

Enable/Disable
line termination

Start Auto-Null.
Do not listen in
on the line
while Auto-Null
IS In process.
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17.2 Connecting to 4-Wire Equipment
To minimize noise, use screened (shielded) cable when connecting 4-wire ports.
17.2.1 Pin-out configuration
Pin-out configuration can be set on LQ Series 4-wire interfaces (not 4W + GPIO). Thisis a
software switch that switches the configuration of the pins on the RJ45 etherCON connectors,
according to the device you are connecting to. See Interconnection Guidelines.
Pin-out configuration is set ‘to Matrix’ by default. To set the pin configuration of a device:
1. Access the CCM for any unit in the Link-Group.
2. Navigate to Device > Ports .
3. Select either ‘to Matrix’ or ‘to Panel’.
5% Overview ST Assignments &% Accounts
LQ-R2W4-4W4 Audio Ports
E ¥ Port Settings
EDED
Label :
SarEEl Netwark > 2W-Po Multi Channel Support :
ﬁ fh . - — Input Gain :
: = = Qutput Gain :
Linking : il -
e VOX Mode - | Select Port Function
— VOX Off Delay - (pinout
1Pt E VOX Thresh configuration): To
W 1-4W-Port VOX Action Triggers - Matrix/To Panel
e (Not 4W+GPIO)
W 1-4wW-Port H Port Function :
Baud Rate - )
Select equipment
Navigate to - type.
Device/Ports . (Not 4W+GPIO) |
17.2.2 Port Function: To Matrix (Default) or To Panel
Check this function whenever you are connecting 4-Wire devices (not GPIO DB-9M
connectors).
it ®
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About Port Function

Clear-Com products are designed so matrices can connect directly to panels/Base Station/main
station using a straight-through CAT 5/6 (Ethernet) cable. The pin assignments (inputs and
outputs) on these devices are complementary. Previously, a crossover cable was necessary
when connecting Bases to other Bases (RJ45 connector). It is no longer necessary to use a
crossover cable as there is now a Port Function toggle which changes pinouts as required. This
is function is found in port options and can be set from the CCM or the Base Station front panel
menus.

Port Function Pin Assignments

1 Datain + Data out +

3 Audio in + Audio out +

5 Audio out - Audioin -

7 Data out + Datain +

How do | set Port Function (pin polarity)?

To Matrix: if connecting the LQ to a matrix port. Use a 1:1 CAT5 cable from LQ to Matrix.

To Panel: if connecting the LQ to a panel or basestation (for instance, Helixnet, FSII Base). Use
a 1:1 CATS cable from LQ to Panel/basestation.
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Set Port Function in the CCM. Click/touch image to enlarge/minimize.

. - .
A Home i overview St Assignments & External Systems '”ﬁ} clear-com e i

Audio Ports

/
10.60.18.114 4-Wire ¥ Port Settings
:

A 1-4W-Port A Label :

B ~AW- 3ain -
General Network W 1-4w-Port B Input Gain :

ﬁ [=] Output Gain :
~=
Multi Channel

Linking Ports Support:
& ol VOX
VOX Mode:
VOX Off Delay: Not set

VOX Threshold: Mot set

_ VOX Action Triggers: Not set Select To Matrix
Mavigate to Home /Ports or To Panel.

4-Wire

7
Port Function: to Matrix  r

Baud Rate:

17.3 Connecting an Eclipse 4-Wire to an Encore Device Using LQ

. RS701
MVX card or Four-wire Two-wire beltpack or
Pico matrix LQ LQ other
(configured Encore
in ECS/EHX) device

When setting up this connection, care must be taken to configure the port in the EHX software
correctly. This is because, in this case, the port must be declared as a CCI-22 device as the port
detection device on the LQ will recognise it as such.
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1. From the EHX software, navigate to EHX > System > Cards and Ports.

N

Select the MVX card port.
3. Selecta CCIl-22 device from the list.

4. ltis advisable to label the port as an LQ 4-wire device to avoid confusion.

Show me:
1. Na\”gate to Configure Filters Y Card
Empty .
EHX/Hardware/ Card Slot
[} System Port Number § AES Mono Label Description
Cards and Ports CESTREY 1.1 (1) Gl = Director V-Series 2RU Rotary
- HelixNet
Studio Matrix PA— 12 ) o Producer V-Series 2RU Rotary
Demo Config 2 MVXAT6 Direct
30 < V-Series 2RU R
& Apply Changes tr ivatrix #e FOR-22 — e —
vesz | KR IStation Camera 2 V-Series 2RU Rotary
= Panel Aux
—————  RRE] Editer V-Series 2RU Rotary
E-QueFsil Telephone (TEL-14)
Jajntenna 16(6) Trunk Lighting V-Series 2RU Rotary
1707 V 1RU Lever Sound Eng V-Series 2RU Rotary
2. Select MVX TR0 P
18(8) b Talent 1 V-Series 2RU Rotary
card V 1RU Rotary
1.9(9) \ 2RU Lever Talent 2 V-Series 2RU Rotary
110 (10) V 2RU Push Makeup V-Series 2RU Rotary
14111 V 2RU Rotary Telephone (TEL-14)
P V Deskiop Lever Felophons (6L 14
! elephone (TEL-
3. Set port as CCI-22 V Desktop Push i i
113(13) V Desktop Rotary Satellite Direct
122 «| [Loagire o2z
New Configuration 11515) Direct T |ExtLink 2 Direct
1.16 1§ Direct A ExtLink 3 Direct
4. Label port as
LQ 4-wire
L LMC64
5 Emply
Note: The connection between the MV X or PiCo and the LQ device is a 4-wire connection, even

though it is declared as a 2-wire connection.

For more information on port function, see 5.16 Port Function in the EHX Software User Guide .

17.4 Connecting an Eclipse 4-Wire to a Panel Using LQ

MVX card or 4-wire LQ 4-wire LQ Panel
Pico matrix
(configured
in ECS/EHX)

When setting up this connection, the MV X port to the LQ should be declared as a panel in the
EHX software.
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For more information on port function, see the Eclipse EHX Software User Guide.

17.5 PiCo HX Trunk to HX Matrix (Eclipse HX 8.7 and Above)

IP trunking: Eclipse HX to PiCo HX (EHX 8.7 and above)

PiCo HX

- LAN,WAN,
LQ 4-wire Internet
IVC-32 card

HX matrix

For this set up it is necessary to configure both EHX and the Core Configuration Manager
(CCM).

1. Inthe EHX software, declare the PiCo port that connects to the LQ as a trunk.

2. Inthe EHX software, declare the E-IPA or IVC-32 card port on the HX matrix as an 'LQ
trunk’.

3. Generate an |.V. Direct (/IVC) port in the Core Configuration Manager (CCM) of the LQ
device.

4. Connect 1:1 CAT5 cables between the PiCo and the LQ unit.

5. Navigate to Assignments in the CCM, select and allocate a Channel. It is advisable to
name this Channel "Trunking'. Put both the LQ I.V. Direct (/IVC) port and the LQ 4-wire port
into the Trunking Channel together. This generates a connection between the two ports

Note: Don’t assign other ports to this Trunking Channel as this will cause confusing transmission.
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Upgrading Your Device

Upgrades for your device will be available from the Clear-Com website.

https://www.clearcom.com/Download-Center

To upgrade your device, you must import the upgrade file provided by Clear-Com into the
device via the unit's CCM (Core Configuration Manager). An LQ unit must be upgraded from the
host device (the device that the browser is currently addressing). The units cannot be upgraded

by proxy.

Al

| devices in a Link-Group MUST be running the same version of the software.

Import the upgrade file

1.

Page 157

Open a browser window and input the IP address of the device into the address field to
access the CCM. The device IP can be found on the front display of the unit when it is
powered and booted.
Navigate to Device > General in the CCM.
Expand the Upgrade option (click on ‘+’).
Click Select File and navigate to the upgrade file (.gz extension). Select the upgrade file to
upload it.
When the upgrade file is loaded, Upgrade will light up. When this happens, click on it to
upgrade. When the upgrade is finished, the unit will reboot by itself.

15 Overview Device & Roles ST Assignments &> Accounts

LQ-R2W4-4W4 General

Click/touch to expand
E

Upgrade option.

3

- e Click/touch and
{} fh ? Change Password navigate to upgrade
file (.gz extension)

Linking ¥ License

“ Upgrade

When upgrade file is loaded,
Upgrade will light up. When
this happens, click on it to
upgrade. Wait while unit
reboots.

? Maintenance

i ClearCom’
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Note: If you downgrade an LQ unit from Version 2 to Version 1, you will see a red light flashing on the
front panel after the first reboot. Power cycle the unit one more time to reset the status.

b Clear-Com

Page 158 '||



19

User Guide | LQ Series 5.3

FAQs

The FAQs are divided into the following categories:

Device Queries on page 159

2-Wire and 4-Wire Specific Queries on page 161
Interconnection Queries on page 162

IP and Network Queries on page 169

Audio Quality Queries on page 175

Telephony Queries on page 179

19.1 Device Queries
19.1.1 How Can | Find the IP Address of my LQ Unit?
The IP address of an LQ device can be found on the front panel display of the units and also in
the Web GUI. The IP address of a unit can be changed via the CCM (Device > Network) or
from the device front menu screens (Network Configuration on page 57).
19.1.2 What Does a Solid Red Light on the Front Panel Keypad Indicate?
A solid red light on the keypad shows that the unit has lost its IP connection to the Link-Master.
Possible causes:
e The Link-Master is down
e A networking issue between the Link-Member and Link-Master
e The Link-Master is locked
 Iflinking by a name service DNS, it could be that the name service is not available or its
mapping is wrong
 [flinking by IP, it could be that the Link-Master IP address is wrong
19.1.3 What Does a Flashing Red Light on the Front Panel Keypad Indicate?
A flashing red light shows that there is an ID conflict within the LQ-Group, meaning that two LQ
units are trying to connect to a Link-Group using the same link ID.
To resolve this you will need to undo the unit’s link to the Link-Master and then re-apply the
linking process to an available ID:
1. Within a Web browser, enter the IP address of the LQ device which is showing the flashing
red LED. This takes you to the Core Configuration Manager (CCM) for that unit.
2. Navigate to the device’s Linking page (Device > Linking).
Py o
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3. Click the Change Role to Link-Master button and click Apply Changes.

4. Now reconfigure the link and the link ID. To do this, click the Change Role to Link-Member
button, and enter the Link-Master IP. Click the blue check mark or <Enter>.

5. Select an available ID slot (available IDs will be highlighted in blue) and click Apply
Changes.

19.1.4 What Does a Persistent Flashing Green Light (More than Two Minutes) on
the Front Panel Keypad Indicate?

The devices boot automatically when power is supplied and show a flashing green light on the
front panel keypad while the system is booting.

If the device is booting (the flashing green light does not turn into a solid green light) for more
than 2 minutes, and the display screen does not move beyond the Clear-Com splash screen,
the most likely explanation is that the unit does not have enough power. This can happen if too
many LQ devices are drawing power from the same PoE switch or network.

Check the power supply provided by PoE to see if this is the case and consider using the
supplied power connector cable to power the devices.

19.1.5 How are LQ Series Devices Powered?

» LQ throw-down units use local power (24 watt sleeve-locking PSU) or Power over
Ethernet (PoE).

e LQ-R 1RU rack units use local power only (2 x 60 watt sleeve-locking PSUs).
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19.2 2-Wire and 4-Wire Specific Queries
19.2.1 What Types of 2-Wire Intercom Do LQ Series Units Support?

¢ Clear-Com

Female Male

Ground
1 - Ground
Audio 2 - DC Power (30V)
3 - Duplex Audio
Power

« RTSTW

i Clear-Com’
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Female Male

Ground

1 - Ground

2 - DC Power (30V)
+ Duplex Audio 1

3 - Duplex Audio 2

Audio

Power + Audio

19.2.2 Does the LQ-4W2 Pass Call Signaling?

Yes, but only call signaling originating from Clear-Com equipment. Call signaling to RTS
equipment will be limited.

19.3 Interconnection Queries

19.3.1 Can | Link LQ-2W to an LQ-4W?

Yes, a 2-wire device can be linked to a 4-wire device.

i Clear-Com’
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LO 2w LO 4w
= /
Internet

19.3.2 Can | Connect Clear-Com Intercom Panels to LQ 4-Wire Devices?

Yes, Version 2 firmware and later supports Clear-Com Eclipse ECS/EHX matrix to panel
connections.

Matrix+3 connections are not supported.

Drake 4000 panels are supported (baud rate 9600)

19.3.3 How Do | Set Up LQ to Work with RTS Equipment?
To use RTS equipment you must set the Mode setting to RTS in the CCM:

1. Navigate to Device>Ports>Interface Settings>Mode for the required device.

2. SelectRTS.
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3 Ovenview Device a4 Roles ST Assignments &> Accounts

Audio Ports

[ 2w [ aw |

2-Wire ¥ Interface Settings

LQ-RZW4-4w4 E

1-2W-Port A Power | Status @

Mode : RTS

General Network

ﬁ ;I-i - = Clear-Com
) 0

2 Port Settings RTS

Linking

W 1-AW-Port F

B 1-4W-Port G

Port A will be channel 1 of the RTS
Port B will be channel 2 of the RTS

The two XLRs (pair) work in parallel, and the RTS device can be connected to either XLR.

19.3.4 How do | link an LQ device to HelixNet Main Station (HMS)?

Linking an LQ to an HMS follows the same procedure as linking LQ units in a Link-Group. The
LQ manual, available from the Clear-com website gives and overview of linking.

Devices must be connected to the same network and able to see each other across the
network.

To link devices:

1. Inabrowser, open the Core Configuration Manager (CCM) of the HMS. Navigate to
Device>Linking.

2. Designate the Link Group Role of the HMS as Link-Master
3. Open the CCM of the LQ unit. Navigate to Device>Linking.

4. Designate the Link Group Role of the LQ unit as Link-Member

5. Tolink units, give the Link-Member the IP address of the Link-Master and click the blue
check mark.
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[ HMS device ]

12 Overvid Device % Roles ST Assignments I“ﬁ; m—m‘“ e

Linking Set Link Group Role of
HMS as Link-Master
Link-Group Role - - (default = Disabled)

Link-Group Optimization - LAN/WAN Routed Network

General Network

Linking

6‘_’)

Navigate to Device>Linking

LQ device

55 Overview Device ST Assignments Designate LQ as Link-
Member (default = Link-
Master)

Linking

Link-Group Role : Link-Member

paa—— ||

General Network

Linking Ports
CO Pung Input IP address of
Link-Master and click
the blue check mark

Note: The HMS must occupy slot 1 in the Link-Group. This is the default setting.
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The Role settings of the LQ unit is over-ridden by that of the HelixNet master when devices are
linked.

The Link Group Role status of the HMS is set to Disabled by default. This stops the device from
broadcasting its DNS to the network. The device is not visible to other devices on the network
while Link Group Role is disabled.

How Do | Add an LQ Port to a HelixNet Channel?

LQ ports are available to a HelixNet Main Station (HMS) when the devices are linked in a Link-
Group configuration.

1. Open the Core Configuration Manager (CCM) of any device in the HMS/LQ Link-Group.

IS pevice N Assignments | 4% Accounts

Devices

Click here to go
to Assignments

page

10.50.16.54

Linked devices

Orange
highlight
indicates host
device, the
+ HelixNet device the
- browseris
currently
pointing to

Device Name Model Role

HMS-4X_Mary HMS-4X  TechPubsM$

2. Navigate to the Assignments page.
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13 Overview | = Device ASSignments | 45 Accounts

Ports ‘ Channels

Group By: O Roles @ Hostnames Show All Channels ‘&
© Device Index @ Interface Type

Channel1 4
v HMS-4X_Mary L
2-2WH
v LO-2W2 2 ‘ @ 22w-PoriB g Channel 2

8 [2owpus | Channel

A | RST0M (4]

Channel 4

These LQ ports Channel 5
are now available

to the HelixNet Channel 6
Click '+' to put _ .
i 3 Main Station
thls port n the Channel 7

selected HelixNet
Channel Channel 8

Channel 9

Note: Direct Channels are not available to HelixNet. This means that panel control of audio sources is
not available.
Note: Local Audio Mix (submix) is not available in HelixNet.

19.3.6 How Do | Get a Virtual Client to Connect to an LQ Device via
3G/LTE/4G/Wifi?

There is one connection method for a virtual client to an LQ unit, regardless of the connection
medium.

Note: The device must have vitual client license or licenses installed. See Licensing on page 148 for
more information.

Virtual client accounts must be set up in the Accounts page of the LQ CCM.

» Clear-Com
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Navigate to Accounts>Agent-IC

'S Dpevice ST Assignments

Agent-IC Users

Agent-IC Users List

# Label User ID Password Default Role LQ Assignment Status

Click '+' to define an
Agent-IC client profile

1% overview | "= Device ST Assignments

AgentiC Agent-IC Users Click blue
i) check mark to
Agent-IC Users List submit

# Label User ID Password Default Role LQ Assignment Status

o T i

Any meaningful User ID and Select an LQ

name is possible ey Select Role. If None device to
o e is selected, the client connect to
o device will be able to

select any Role.
Otherwise, the Role
will be LQ Managed.

From the mobile client, input:
e LQdevice IP address
e Login credentials (User ID and Password) in Settings.

Chose an LQ Profile (an EHX profile connects to an EHX system).

Press Start to connect the client to the LQ.
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Nl sl 1233

@ Profile:  LQ2 7 Settings ]

fromdropdown
list

'llﬂ:':':} clear-c m Chose Profile ]

Agent-IC.

Connected

@§T Click to connect ]

Connect as test
(10.50.16.48)

| © 2016, Clear-Com, LLC. AN rights reserved.

When connecting a virtual client to HelixNet via LQ, due to a heavier codec (WavPack), the data
rate will increase. This may cause problems with the virtual client in HelixNet Channels,
particularly when using the slower 3G bandwidth connections.

IP and Network Queries

How Do | Set the System Up if | Have to Cross One or More Firewalls?

As a minimum requirement for connectivity, the Link-Master must be reachable by all other Link-
Members in the Link-Group. To achieve this, port-forwarding rules need to be created within the
firewall which the Link-Master is behind. The ports that need to be forwarded are as follows:

1. 80:TCP. This is used for both link initiation and Web management.

2. 655:TCP/UDP. This is used for the transmission of all audio and data (call signaling)
between Link-Group members.

To set up a Link-Group with devices behind one or more firewalls, observe the following
example configuration:

Assume the following IP addresses and port-forwarding rules:

173.194.121.48 (external IP address)

192.168.1.100 (Link-Master network address)

6300 (arbitrary port chosen for port 80, the management port-forward rule)

6301 (arbitrary port chosen for port 655, the audio/data port-forwarding rule)

1. Within the firewall, create a port-forward rule that forwards any TCP requests received on
173.194.121.48:6300 to 192.168.1.100:80.

2. Within the firewall, create a port-forward rule that forwards any TCP/UDP requests received
on 173.194.121.48:6301 to 192.168.1.100:655.
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3. Within the Link-Master’s Network configuration page, configure the external IP and
audio/data port:

External Connectivity

External IP Address:

External Port:

4. Within the remote unit’s Linking configuration page, configure the Link-Master’s external IP
and management port:

Link-Master protocol and IP address / hostname ©  [iEEREERFES LR n

5. Repeat step 4 for each LQ unit to be part of the group.

6. Forevery Link-Member within the Link-Group that can be made externally reachable,
navigate to the device’s Network configuration page and configure the external IP and
audio/data port as in step 3 (optional).

These configuration steps will ensure basic connectivity within the Link-Group. For more
detailed information see Internet Connectivity on page 74.

19.4.2 Why Must the Link-Master Have a Static IP Address?

The Link-Master must be statically addressed to prevent its IP address from changing. A
changed IP address will result in loss of connectivity with the rest of the Link-Group.

Note: Another alternative is to maintain DHCP addressing but use the Address Reservation feature
available in most managed routers. This will instruct the router to allocate a specific DHCP
address to an LQ device identified by its MAC address. The unit’'s MAC address can be
retrieved through the LQ's front panel menu.

19.4.3 Connectivity, Including Web Access to My LQ Unit is Intermittent, Even
Though I Am Accessing It from Within The Same LAN.

The most probable cause for this is that an IP conflict exists. In this case, the IP address used by
the LQ unit is already in use by another device within your LAN. The quickest and easiest way to
check if this is the problem is to change the LQ unit’s IP address to an address that is known to
be available and observe if connectivity to the unit is once again consistent.
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What Happens If Connection to the Link-Master Is Lost?

The Link-Master must be statically addressed to prevent its IP address from changing. A
changed IP address will result in loss of connectivity with the rest of the Link-Group.

A). Connection to the Link-Master is lost when a Link-Group is on a LAN

In this case, existing audio routes will be maintained, but system-wide data, such as Channel
names will not be updated. New data routes will not be possible.

B). Connection to the Link-Master is lost when a Link-Group is on the Internet

In this situation there is likely to be loss of audio. When connecting over the Internet, it is usually
the case that the Link-Master is the only device that is reachable by the other units in the group.
If this is the case, all audio will be routed through the Link-Master, creating the possibility of a
single point of failure. To prevent this, be sure to facilitate connectivity between the LQ units in
the group through port-forwarding, described in Internet Connectivity on page 74.

In both cases, on a LAN or the Internet, loss of connection to the Link-Master will have
the following effects:

» Prevents the ability of the LQ units to modify of any of the Channel names.

» Prevents the distribution of device configuration changes throughout the Link-Group
resulting in the possibility of inconsistent routing information.

How Do | Connect an Arcadia, E-IPA or [VC Card to a HelixNet Main
Station (HMS) Over IP Infrastructure?

To link an HMS to an Arcadia, E-IPA, IVC card over IP, the HMS must first be connected to an
LQ unitin a Link-Group configuration. Once connected to an LQ in this way, the |.V. Direct/ IVC
'virtual ports' are available to the HMS.

The Link-Group devices must be connected to the network and able to reach the Arcadia, E-IPA
or IVC card over the IP infrastructure.

1. Open the Core Configuration Manager (CCM) of any device in the Link-Group
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IS pevice ST Assignments | 4% Accounts

Devices

In a Link-Group,
the Accounts
page becomes

available to
HelixNet

Linked devices

¥ HelixNet

Device Name Model Role

HMS-4X_Mary HMS-4X  TechPubsMS

¥ IVC Ports

There are no IVC Accounts configured.

2. Navigate to the Accounts>l.V. Direct

I Overview | = Device | &% Roles | 7 Assignments Accounts '\lﬁ} uea’-cu“ 0

Agent-IC IVC Devices

Device Settings

Label :

IP / Hostname :

IP Port :

Ports Settings

# Label User ID Password LQ Assignment Status

Navigate to Accounts and
select IVC button

» Clear-Com
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3. Open the EHX software and find the IP address of the E-IPA/IVC card.

Q SIP_testing on localhost (Administrator) - EHX Configuration System -
File Tools View Help EclipseHX

IVC-32 Card Properties
TCP/UDP Port 5001

IP Address:
Subret mask;
Default gateway:
External IP Address:
External TCP/UDP Port:

Close]

Navigate to Cards and Ports.
Select IVC card and right click to
see IP address

4. Define the port login credentials in EHX

File Tools View Help
[r——
System
Card Slot
FO— e Port Number Port Function Label Description > DIMF Options
New C ., : LosiP o | [ivesip=1 LQ SIP Client
S AR — > Basic Options
m Retrieve Map from Matrix 2 Empty LasiP N IVC_SIP#2 LQ SIP client
e > Voice Operated Switch Options
 Apply Map to Matrix [ — - LosP o] [se3 LO SIP Client
3 NC-32
v Hardware L Lasie -] [spa LQ SIP Client > Global Options

Cards and Ports 2 Empty . Lasip | [sips LQSIP Client 1P Port Options

1P Devices Lasie RREL LQ SIP Client
4 UseriD BTN

GPOs . Empty - Password [

Network
Cannection

Configuration el Navigate to Cards and Audio Codec [N
Diagnostics fey POI‘tS>C3.I‘d>POI‘t>IP > Fast Key Assign Options
= Port Options and set
Empty up User ID and Passw Lo O

Empty ord > Gain Options

| Gpis Empty.

> Tally Options

When done,

Apply Map
to Matrix

5. Give the LQ Group the IP address of the E-IPA/IVC card, input login credentials and
connect ports.

» Clear-Com
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1% Overview | °S Device | & Roles | N7 Assignments Accounis 'm; m—cﬂ“ 9

Agent-IC IVC Devices

Device Settings

Label :

me : — Input IVCIP

IP Port - address and click

the blue check
mark to submit.

Ports Settings

# Label User ID Password LQ Assignment Status

Click '+' to define
ports to connect

13 Overview | = Device | &% Roles | N7 Assignments Accounts '”ﬁ; clea"m“ e

IVC Devices

Device Settings

Label :
ame :

IP Port :

Ports Settings

# Label User ID Password LQ Assignment Status

[ DN B RN -

User ID and Password Select an Click blue
must match that set up LQ unit to check
in EHX exactly connect to mark to
connect
port to the
LQ

Successful connection is indicated by the connection status button. Click on this icon for

information.

b Clear-Com'
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Audio Quality Queries
How Do | Eliminate Choppy Audio Being Received By an LQ Unit?

Choppy audio is usually the result of a port that has a network quality setting that is too high for
the IP network. Choppy audio can usually be resolved by adjusting network quality on either the

transmitting or receiving devices.

For example, if the choppy audio is only on one receiving device, then the problem will probably
be solved on that device. However, if the problem is on all devices except one, then the issue
can probably be solved by adjusting network quality on the transmitting device.

If you want to resolve poor audio quality when using the 20 kHz audio feature, you may need to
use the Custom network quality settings to keep the bitrate high at the same time as adjusting
the jitter buffer. Do this on the device that is receiving choppy audio.

Adjust network quality setting
Network quality problems should be resolved on a per Channel basis.

1. Within a web browser, input the IP address of the required LQ device, or any device within
a Link-Group into the address field in order to open the Core Configuration Manager
(CCM).

2. Select the Assignments page from the top navigation bar.

3. Select the Channel with audio problems from the Channel selector on the right side of the
page.

4. Click/touch the Local Audio Mix button within the Channel.
5. Click/touch the Network Settings.
6. Adjustthe network quality slider bar.

7. Repeat step 6 until the choppy audio is minimized.

The jitter buffer setting is designed to buffer audio received to prevent loss if there is network
jitter. Be aware that the jitter buffer selection will directly affect the latency. This is because
the lower number in the jitter range represents the amount of time the LQ unit will buffer audio
before delivering it to the port. A bigger jitter buffer setting will increase latency in
milliseconds.

The Custom option within the Network Quality setting allows adjustment of the jitter buffer
independent of other settings.
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19.5.3 How Do | Use 20 kHz Audio?
To use 20 kHz audio, the bitrate must be set to 128 Kbps in the Local Audio Mix (LAM).

Local Audio Mix is adjusted on a per Channel basis.

1. Within a browser, enter the IP address of the LQ device (or any member of the Link-Group if
that configuration is being used) in the address field. This opens the Core Configuration
Manager.

2. Navigate to Assignments using the top navigation bar.
3. Select the required Channel from the right side of the page.

4. Click the LAM button, then network settings and use the slider bar to adjust settings. 128
Kbps is available on High or Custom settings.

25 Overview

'S pevice | & Roles Assignments | 45 Accounts '“ﬁ; Clear-Com © ‘

Ports ‘ Channels

Group By o Roles @ Hostnames . Show All Channels ‘&
© Devices @ Port Types — Click/touch Local

Audio Mix button
v LQ-R2W4-4W4 . :

A | 12W-Port A & i2WPotA Channel 2

B | 12WPortB @ 12w-Portc
- Channel 3

C | 12wPoritc

1-2W-Port D Channel 4

1-4W-Port E

Channel 5
1-4W-Port F

1-4W-Port G Channel 6

1-4W-Port H
Channel 7
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Local Audio Mix ::- ~

Transport Settings Click to adjust

. . slider bar settings
Silence Suppression : 9

.

Network Quality:

Transmit

Audio Bitrate:

Audio Bandwidth:
Packet Size:

Receive

Jitter (min-max): 5ms - 60ms

Unit latency: 25ms - 80ms

19.5.4 How Do | Change Network Quality Settings?

Network quality settings (the rate at which the LQ device transmits data to the network it is
connected to) are set in the Assignments page of the Core Configuration Manager (CCM).

1. Go to the Assignments page of the LQ device (or any LQ device in a Link-Group, if you are
using a Link-Group configuration).

2. Click on the Local Audio Mix (LAM) button within the currently selected Channel.
3. Click on the Network Quality setting.

4. Use the slider bar to adjust the setting (very low to very high, or Custom).

Suggested network settings:
e Low: Internet
e Balanced or High: WAN

e Very High: LAN
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22 Overview

S pevice | & Roles Assignments 45 Accounts '“*; m—m e ‘

Ports ‘ Channels

ST B B# © Roles @ Hostnames . Show All Channels &
© Devices @ Port Types - Click/touch Local

Audio Mix button
¥ LQ-R2W4-4W4 .

A | 12w-porta & 12wroa y Channel2

B | 1-2W-PortB 1-2W-Port C

— Channel 3
C | 12W-PortC

1-2W-Port D Channel 4

1-4W-Port E
Channel 5
1-4W-Port F

1-4W-Port G Channel 6

1-4W-Port H
Channel 7

Local Audio Mix

Transport Settin Click to adjust

: . slider bar settings
Silence Suppression : g

Network Quality: |

Transmit

Audio Bitrate:

Audio Bandwidth:
Packet Size:

Receive

Jitter (min-max): 5ms - 60ms

Unit latency: 25ms - 80ms
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19.6 Telephony Queries
19.6.1 How Do | Link An LQ Device to a Public Branch Exchange (PBX)?

You must first create extensions within your PBX. Refer to your PBX documentation for this.
Make a note of the PBX IP address and the User ID and Password of the extensions you
require to connect to the LQ device.

The PBX and the LQ unit must be connected to the same network and be able to see each other
across the network.

Note: The PBX and the LQ must not be configured to the IP range 172.23.xx.xx .
1. Openthe LQ CCM in a browser.
2. Navigate to the Accounts page and select the SIP button from the left side of the page.

3. Click '+'to begin to define the PBX. Follow the steps illustrated below.

1 Overview | S Device ST Assignments

For labels, any
meaningful
AgentIC SIP Servers name is possible

L]
A CambsPBX SIP Server Settings / 2. Click here to input the IP
sip B SIP2 Label address of the PBX. [Enter]

L 1 : key or click the blue check
mark to submit.

Domain

Advanced

SIP Transport Protocol : UDP/TCP

1. Click here
to define a

Accounts - .
This indicates

PBX # Label User — T, connection
status. If

s connectionis

unsucessful,

I VA N click icon for

information.

3. Click '+' to
add extension

User must Password must

Click blue
match an match an

check mark

extension set up || extension set up to connect
in the PBX in the PBX
exactly exactly
Note: The Registrar/Proxy Port and the Domain are controlled by the PBX admin. The Proxy Port

usually defaults to 5060.
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19.6.2 Can | Use DTMF Tones when Connecting to a Telephone Conference?

You can use DTMF dail tones when connecting to a telephone conference. The LQ SIP client
can generate SIP information packets which a PBX can convert to DTMF tones. For example, a
coma (, ) represents a pause.

Navigate to Assignments ]

12 Overview | S Device o ASSigNmEnts | 45 Accounts

Ports ‘ All ‘

Group By: O Roles @ Hostnames Show All Connections ‘&
© Device Index @ Interface Type

Channel 1
v LQ-2W2 e

Channel 2

e SIP#1

B | 1-2W-Port B e 1-2W-Port B
Al IVC#1

Channel 3
A R5-7T01

SIP#1 o Channel 4

Click here to

make an

2-2W-Port A -
outgoing call Channel 6

2-2W-Port B
2-2W-Port C Channel 7
2-2W-Port D

Channel 8
2-4W-Port E
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Ready to di

Enter number, 033

XXXXXXXX ,,,, XXXX . .

where xxxxxxxx represents Click to dial out

the number, a coma (,)

represents a pause and

XXXX represents a pass
code

19.6.3 SIP Accounts - Log in to Your LQ System

Some third party SIP service providers (for example, RingCentral and Broadcom Inc.) require a
User Authorization field when logging into an account in addition to the User and Password
fields:

In this case, when you log into the account in the CCM, you will be required to input both User
and User Authorization credentials into the User field separated by a # (no spaces):

Username#authorizationlD
SIP Server Settings

Label :

Registrar/Proxy IP/Hostname :
Registrar/Proxy Port :

Domain :

Advanced
SIP Transport Protocol : UDP/TCP
SIP Transport Port : (requires reboot to take effect)
SIP Disconnect on server loss ;

Accounts

# Label User Password LQ Assignment Status

SR8 [ |- [ ST

+
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20 Technical Specifications

20.1 System Limits and Capacities

The following system limits and capacities apply.

Roles 100

Directs 24

No limit
Virtual Client (Agent-IC or Station- , , ,
c) Note: Any number over eight will result in the user
being logged into demo mode of the Virtual client.
I.V. Direct/IVC 8
N J
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20.2 Audio
Frequency response 50 Hz- 10 kHz Frequency response 100 Hz -20 kHz
Input/output gain -3to+3dB Input/output gain -12to +12dB
Maximum input 0dBu (nominal - Inout impedance 100K transformer
Clear-Com 18dBu) > s isolated
+18dB inal
Termination 200R selectable Maximum output u (nomina
0dBu)
Off-Noise <-85dBu
Call drive voltage Call -7dBu 20kHz-32dBu
sense voltage RTS 20kHz
ftt o
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20.3.1

20.3.2

Pinouts

2-wire pinouts.

¢ Clear-Com

XLR3F

Clear-Com 2-wire
XLR pin-out

1. Ground
2. DC power (30V)

3. Duplex audio

* RTS

RTS TW 2-wire XLR3F

XLR pin-out
1. Ground

2. DC power (30V)
Duplex audio 1

3. Duplex audio 2

4-wire pinouts

Pin1 RS-422 input + (into matrix)

Pin3  Audio input + (into matrix)

Pin5  Audio output — (from matrix)

Pin7 RS-422 output + (from matrix)
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XLR3M

XLR3M

RS-422 output + (from panel)

Audio output + (from panel)

Audio input — (into panel)

RS-422 input + (into panel)
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20.3.3 4-wire GPIO pinouts

DB-9M connector

. Line out (Mic out) +

. Line out (Mic out) -

. Line in +

. Line in -

. Ground

. GPI (short GPI pin to Ground to activate)

Relay (GPQ), normally closed

©QO
@®OE O

. Relay (GPO) Common (relay wiper)

m\p:h-oow*-.ll\lml—l

. Relay (GPQ), normally open

Radio Base ==

Relay contact type SPDT
[Releycomactvategersinleov
Relay contact current rating 2V
it osssoteattagroun T
Input voltage range 0-12Vv
linpiteirent e
kInput DC isolation No isolation due to contact to ground )

Caution: Shielded Cable Requirement

Shielded Cable is required for ALL LQ SERIES GPIO Port connectivity. Shielded Cable must be
used to assure compliance with domestic and international emissions standards. Customers,
Installers and or qualified Personnel failing to use shielded cables may cause radio interference
in which case the user may be required to take adequate measures.
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204 Partyline Output Current (2-Wire)

LQ: PoE 26V 70mA max

kLQ-R: DC power connector (12V PSU) 26V 250mA max

J

Note: LQ units will draw up to 12 watts for a Partyline (depending on how many devices are connected
to the line).

20.5 Network Quality Settings

Default option is in bold

Bitrates 16, 32, 48, 64, 128 kbps

Jitter 200 —-1000ms,100 — 500ms60 — 200ms,40 - 100ms, 20 —60ms, 5 — 60ms,0 —
buffer 60ms
20.6 Connectors

2-wire (LQ-2W2) 4-wire (LQ-4W2) 4-wire + GPIO (LQ-4WG2)
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2-wire (LQ- 4-wire (LQ- Combined (LQ- 4-wire + GPIO  Combined GPIO
R2W4) R4W8) R2W4-4W4) (LQ-R4WGS8) (LQ-R2W4+4WG4)

20.7 Power Supply

Input: 100-240V, 47-63Hz, 0.58A max Input: 100-240V, 47-63Hz, 0.58A max
Output: DC 12V, 2A, 60W max Output: DC 12V, 2A, 24W max

20.8 Environmental

Operating temperature 32-104°F (0-40°C)

Humidity 90% non-condensing
-

)

20.9 Dimensions and Weight

6.8w x1.79h x 8.45d inches 19w x1.79h x 8.8d inches

Dimensions
(173 x46 x 215 mm) (484 x 46 x 224 mm)
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Terminology/Glossary

4-wire direct

A 4-wire connection is characterized by two pairs of twisted copper
wire which transmit in opposite directions. A 4-wire circuit gives a full-
duplex interface which is often used to connect to third party devices.
When used with the LQ Series, a 4-wire direct connection (as
opposed to a channel) provides point-to-point and panel connections
over IP. The 4-wire direct interface will pass panel data as well as
audio. 2-wire connections are inactive in the 4-wire direct tab of the
Assignments page in the CCM and cannot be used in this context.

CCM

Channel

Core Configuration Manager. This is the browser-based configuration
tool that each LQ device is supplied with. It can be accessed by
entering the IP address of your device (shown on the device front
panel) into the address field of a Web browser.

In the context of the LQ product, a Channel represents a conduit or
holder for routing audio and data (including GPIO triggers) through
your intercom system. As well as routing audio, a Channel also
connects audio and data sources. To use Channels, connect audio to
the port connectors on the device, and assign the port or ports to one
or more Channels. LQ uses two different types of Channel; a regular
Channel and a 4-wire direct Channel. A regular Channel operates like
virtual party or conference line. It comprises audio from multiple audio
interfaces on the devices (ports A-F) that have been assigned to it.
Within a regular Channel, all parties can hear and speak to each
other. A 4-wire direct Channel is made up of only two audio sources in
a one-to-one connection.

Networked Control

Network Control Events are settings on a port that allow GPIO signals
and controls to be passed through your intercom system. GPI1O
signals are converted to digital signals and then passed across the IP

Events infrastructure (as with a 2-wire call signal).There are three Network
Control Events to choose from: 1, 2 and Call. See Networked
Control Events on page 92 for more information.
_ The LQ device whose browser-based configuration tool (CCM) your
Host device ) .
browser is currently directed to.
Linking The act of joining multiple LQ devices together in one group.
Link-Group A set of devices linked together forming their own isolated network.
Link-Master Role of a device within a Link-Group that provides central reachability
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within the group as well as ownership of both configuration and
distribution of information.

Role of a device within a Link-Group that shares client privileges

Link-Member o
within the group.
In a Partyline, all the participants on the line are involved in the same
) conversation, and they can hear and talk to all members. In some
Partyline

contexts a Partyline is known as a conference line. Partylines can be
2-wire or 4-wire.

A device within a Link-Group that can be configured via the browser-

Proxy device _ . o
based configuration tool (CCM) of another unit in the group.

A virtual Partyline is a digital audio channel that is made up of several
different audio sources. In terms of audio, a virtual Partyline behaves
in the same way as a Partyline; all participants can hear and talk to
each other.

Virtual Partyline

» Clear-Com
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Compliance
Regulatory Models: LQ and LQ-R

Manufacturer: Clear-Com LLC, 1301 Marina Village Parkway, Suite 105, Alameda Ca.,
94501

Brand: Clear-Com
Product name: LQ Series

Country of Origin: USA

FCC notice

This device complies with Part 15 of the FCC rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) This device must accept
any interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses and can radiate radio frequency energy and, if
not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communication. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case the user will be required to correct the interference at
his own expense.

Warning:

Changes or modifications not expressly approved by Clear-Com, LLC, an HM Electronics, Inc.
company could void the user’s authority to operate this equipment.

This is a Class A product. In a domestic environment this product may cause radio interference
in which case the user may be required to take adequate measures.

Industry Canada Compliance Statement

This Class[A] digital device complies with Canadian ICES-003.

Avis de conformité a la réglementation d'Industrie Canada

Cet appareil numérique de la class[A] est conforme a la norme NMB-003 du Canada.
Korean KC EMC Registration

For Class A Equipment

0| 7|7|= R &(Aw) At M7 | 7| 2 M EHO§ X} = A At O] S F2[SHA| Z HiatH

=

7bx 9lo| x| o M ALBSHE 2GS 2ROz

Australia and New Zealand

Page 190

(> Clear-Com’



User Guide | LQ Series 5.3

This product has been tested and found compliant with applicable AS/NZS Standards Australia
RCM Marking:

New Zealand R-NZ Marking if applicable: R-NZ

European Union

Directives:

EMC Directive 2014/30/EU

Low Voltage Directive 2014/35/EU

RoHS Directive 2011/65/EU

Standards:

EN55022

EN55024

EN55032

EN/IEC60950-1

Waste Electrical and Electronic Equipment (WEEE)

The European Union (EU) WEEE Directive (2012/19/EU) places an obligation on producers
(manufacturers, distributors and/or retailers) to take-back electronic products at the end of their
useful life. The WEEE Directive covers most Clear-Com products being sold into the EU as of
August 13, 2005. Manufacturers, distributors and retailers are obliged to finance the costs of
recovery from municipal collection points, reuse, and recycling of specified percentages per the
WEEE requirements.

Instructions for Disposal of WEEE by Users in the European Union

The symbol shown below is on the product or on its packaging which indicates that this product
was put on the market after August 13, 2005 and must not be disposed of with other waste.
Instead, it is the user’s responsibility to dispose of the user’s waste equipment by handing it over
to a designated collection point for the recycling of WEEE. The separate collection and recycling
of waste equipment at the time of disposal will help to conserve natural resources and ensure
that it is recycled in a manner that protects human health and the environment. For more
information about where you can drop off your waste equipment for recycling, please contact
your local authority, your household waste disposal service or the seller from whom you
purchased the product.
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